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1.1 - CUSTDOM\BRENDA 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

12 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) brenda.custdom 
IP Address(es) 10.0.1.87 
Last AD Checkin 7/11/2012 3:48:26 PM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU 5110 @ 1.60GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 288.05 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 288.05 GB 32.96 GB 11.44% 255.09GB 88.56% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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Brenda N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 Send To OneNote 2007 Brenda   

 

Shares 

UNC PATH 
\\Brenda\ADMIN$ C:\Windows 
\\Brenda\C$ C:\ 
\\Brenda\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
32 Bit HP CIO Components Installer 8.1.4 
Adobe Flash Player 11 ActiveX 11.1.102.55 
Adobe Reader 9.4.1 9.4.1 
Broadcom Gigabit NetLink Controller 12.33.02 
Citrix Secure Access Client  
FreeMyIT Agent 2.0.0011 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Office 2007 Service Pack 3 (SP3)  
Microsoft Office Access MUI (English) 2007 12.0.6612.1000 
Microsoft Office Access Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Communicator 2007 R2 3.5.6907.253 
Microsoft Office Enterprise 2007 12.0.6612.1000 
Microsoft Office Excel MUI (English) 2007 12.0.6612.1000 
Microsoft Office File Validation Add-In 14.0.5130.5003 
Microsoft Office Groove MUI (English) 2007 12.0.6612.1000 
Microsoft Office Groove Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office InfoPath MUI (English) 2007 12.0.6612.1000 
Microsoft Office OneNote MUI (English) 2007 12.0.6612.1000 
Microsoft Office Outlook MUI (English) 2007 12.0.6612.1000 
Microsoft Office PowerPoint MUI (English) 2007 12.0.6612.1000 
Microsoft Office Proof (English) 2007 12.0.6612.1000 
Microsoft Office Proof (French) 2007 12.0.6612.1000 
Microsoft Office Proof (Spanish) 2007 12.0.6612.1000 
Microsoft Office Proofing (English) 2007 12.0.4518.1014 
Microsoft Office Proofing Tools 2007 Service Pack 3 (SP3)  
Microsoft Office Publisher MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Word MUI (English) 2007 12.0.6612.1000 
Microsoft Online Services Sign In 1.0.1427.40 
OGA Notifier 2.0.0048.0 2.0.0048.0 
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APPLICATION NAME VERSION 
ProactiveWatch Agent 2.1.1046 
VMware Infrastructure Client 2.5 2.5.0.64247 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.87 Brenda  
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1.2 - CUSTDOM\CUSTIT30DEV 

Microsoft Windows 2000 Advanced Server 
 

Computer Risk Score 

Overall 

 

53 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) custit30dev.custdom 
IP Address(es) 10.0.1.92 
Last AD Checkin 7/12/2012 9:48:16 AM 

 

System Profile 

OS Microsoft Windows 2000 Advanced Server 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/PowerEdge 1650              
Service Tag ABCD1234 
CPU Intel(R) Pentium(R) III CPU - S 1400MHz  
RAM 2304 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 133 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 133 
Memory Bank: Memory Bank2 (In Use) 128 Mb, 133 
Memory Bank: Memory Bank3 (In Use) 128 Mb, 133 
Disk (C:) Size 33.87 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 33.87 GB 22.02 GB 65.01% 11.85GB 34.99% 

 

Security Center 
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None Detected 

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Security Updates Unable to scan Cannot load security CAB file. 

 

Local Account Password Strength Assessment  

Assessment: Incomplete Scan 

 Guest - Weak, Disabled 

 TsInternetUser - Access denied. 
 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\CUSTIT30DEV\c drive C:\ 
\\CUSTIT30DEV\IPC$  
\\CUSTIT30DEV\ADMIN$ C:\WINNT 
\\CUSTIT30DEV\SourceSafe C:\SourceSafe 
\\CUSTIT30DEV\C$ C:\ 

 

Installed Applications 

APPLICATION NAME VERSION 
Adobe Flash Player 10 ActiveX 10.0.12.36 
Apache Tomcat 4.1 (remove only)  
ATI Display Driver  
BCM V.92 56K Modem  
DAEMON Tools 3.47.0 
Debugging Tools for Windows 6.6.7.5 
Getif 2.3.1  
Intel(R) PRO Ethernet Adapter and Software  
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
LiveUpdate 1.80 (Symantec Corporation) 1.80.19.0 
Microsoft .NET Framework 1.1  
Microsoft .NET Framework 2.0 Service Pack 1 2.1.21022 
Microsoft Document Explorer 2005  
Microsoft Office 2003 Web Components 11.0.8173.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Analysis Services 9.2.3042.00 
Microsoft SQL Server 2005 Backward compatibility 8.05.2312 
Microsoft SQL Server 2005 Books Online (English) 9.00.1399.06 
Microsoft SQL Server 2005 Integration Services 9.3.4035.00 
Microsoft SQL Server 2005 Notification Services 9.3.4035.00 
Microsoft SQL Server 2005 Reporting Services 9.2.3042.00 
Microsoft SQL Server 2005 Tools 9.3.4035.00 
Microsoft SQL Server Native Client 9.00.4035.00 
Microsoft SQL Server Setup Support Files (English) 9.00.4035.00 
Microsoft SQL Server VSS Writer 9.00.4035.00 
Microsoft Tool Web Package : DH.EXE 1.0.0.1 
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APPLICATION NAME VERSION 
Microsoft Tool Web Package : DISKMAP.EXE 1.0.0.1 
Microsoft Tool Web Package : GETMAC.EXE 1.00.0.1 
Microsoft Tool Web Package : HEAPMON.EXE 1.00.0.1 
Microsoft Tool Web Package : OH.EXE 1.00.0.1 
Microsoft Tool Web Package : PULIST.EXE 1.00.0.1 
Microsoft Tool Web Package :GUID2OBJ.EXE 1.0.0.1 
Microsoft Tool Web Package:GETSID.EXE 1.0.0.1 
Microsoft Tool Web Package:INUSE.EXE 1.0.0.1 
Microsoft Tool Web Package:PSTAT.EXE 1.0.0.1 
Microsoft Tool Web Package:Timethis.exe 1.0.0.1 
Microsoft Tool Web Package:Whoami.exe 1.0.0.1 
Microsoft Visual SourceSafe 2005 - ENU  
Microsoft Visual Studio 2005 Premier Partner Edition - ENU 8.0.50728 
CUSTIT 6.0 6.0.0101 
SQLXML4 9.00.4035.00 
StarTeam 4.0  
Symantec AntiVirus Client 8.1.0.825 
Update Rollup 1 for Windows 2000 SP4 20050809.32623 
VirtualCloneDrive  
VNC 3.3.7 3.3.7 
VPN Client  
WebFldrs 9.00.3907 
Windows 2000 Service Pack 4  
WinPcap 3.0  
WinRAR archiver  
WinVNC 3.3.3  
WinZip 8.1 SR-1  (5266) 

 

Common Listening Ports 

IP Address  Computer Name  FTP 
(21/TCP)  

SMTP 
(25/TCP)  

HTTP 
(80/TCP)  

HTTPS 
(443/TCP)  

SQLServer  
(1433/TCP)  

RDP 
(3389/TCP)  

HTTP 
(8080/TCP)  

10.0.1.92 CUSTIT30DEV        
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1.3 - CUSTDOM\CUSTITDEMO 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

24 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) custitdemo.custdom 
IP Address(es) 10.0.1.94,10.0.1.95 
Last AD Checkin 7/11/2012 12:14:42 PM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 126.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 126.9 GB 17.50 GB 13.79% 109.4GB 86.21% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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CUSTITDEMO N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\CUSTITDEMO\ADMIN$ C:\Windows 
\\CUSTITDEMO\C$ C:\ 
\\CUSTITDEMO\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
DAEMON Tools Pro 5.0.0316.0317 
Microsoft Application Error Reporting 12.0.6015.5000 
Microsoft Office 2003 Web Components 12.0.6213.1000 
Microsoft Report Viewer Redistributable 2008 SP1  
Microsoft SQL Server 2008 R2 (64-bit)  
Microsoft SQL Server 2008 R2 Native Client 10.50.1600.1 
Microsoft SQL Server 2008 R2 Policies 10.50.1600.1 
Microsoft SQL Server 2008 R2 RsFx Driver 10.50.1600.1 
Microsoft SQL Server 2008 R2 Setup (English) 10.50.1600.1 
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 
Microsoft SQL Server Browser 10.50.1600.1 
Microsoft SQL Server Compact 3.5 SP2 ENU 3.5.8080.0 
Microsoft SQL Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 
Microsoft SQL Server System CLR Types (x64) 10.50.1600.1 
Microsoft SQL Server VSS Writer 10.50.1600.1 
Microsoft Sync Framework Runtime v1.0 (x64) 1.0.1215.0 
Microsoft Sync Services for ADO.NET v2.0 (x64) 2.0.1215.0 
Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 
SQL Server 2008 R2 Analysis Services 10.50.1600.1 
SQL Server 2008 R2 Client Tools 10.50.1600.1 
SQL Server 2008 R2 Common Files 10.50.1600.1 
SQL Server 2008 R2 Database Engine Services 10.50.1600.1 
SQL Server 2008 R2 Database Engine Shared 10.50.1600.1 
SQL Server 2008 R2 Full text search 10.50.1600.1 
SQL Server 2008 R2 Management Studio 10.50.1600.1 
SQL Server 2008 R2 Reporting Services 10.50.1600.1 
Sql Server Customer Experience Improvement Program 10.50.1600.1 

 

Common Listening Ports 

None Detected 

  



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 11 of 127 

1.4 - CUSTDOM\CUSTITPATCH 

Microsoft Windows 2000 Server 
 

Computer Risk Score 

Overall 

 

49 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) custitpatch.custdom 
IP Address(es) 10.0.1.223 
Last AD Checkin 7/12/2012 8:23:43 AM 

 

System Profile 

OS Microsoft Windows 2000 Server 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer INTELR/AWRDACPI 
Service Tag  
CPU Intel(R) Celeron(TM) CPU 1200MHz  
RAM 384 MB 
Memory Bank: Memory Bank0 (In Use) 128 Mb, unknown 
Memory Bank: Memory Bank1 (In Use) 256 Mb, unknown 
Disk (C:) Size 37.24 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 37.24 GB 34.60 GB 92.91% 2.64GB 7.09% 

 

Security Center 

None Detected 
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Patch Status 

ISSUE SCORE ASSESSMENT 
Security Updates Unable to scan Cannot load security CAB file. 

 

Local Account Password Strength Assessment  

Assessment: Incomplete Scan 

 Guest - Weak, Disabled 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\CUSTITPATCH\clients C:\CUSTITpatch\clients 
\\CUSTITPATCH\IPC$  
\\CUSTITPATCH\ADMIN$ C:\WINNT 
\\CUSTITPATCH\C$ C:\ 
\\CUSTITPATCH\UpdateCreator C:\CUSTITpatch\software\classes\com\CUSTDOM\CUSTIT\UpdateCreator 

 

Installed Applications 

APPLICATION NAME VERSION 
Adobe Flash Player ActiveX 9.0.45.0 
FileZilla Client 3.2.2.1 3.2.2.1 
FreeMyIT Agent 1.0.0057 
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
LiveUpdate 1.80 (Symantec Corporation) 1.80.19.0 
LogMeIn 4.0.667 
Microsoft .NET Framework 1.1  
Microsoft .NET Framework 2.0  
Microsoft Tool Web Package : OH.EXE 1.00.0.1 
ProactiveWatch Agent 2.1.1046 
CUSTIT 6.0 6.0.0101 
Symantec AntiVirus Client 8.1.0.825 
Update Rollup 1 for Windows 2000 SP4 20050809.32623 
WebFldrs 9.00.3501 
WinRAR archiver  
WinSCP 4.2.7 4.2.7 
WinZip  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.223 CUSTITPATCH  
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1.5 - CUSTDOM\DC01 

Microsoft Windows Server 2008 R2 Datacenter  
 

Computer Risk Score 

Overall 

 

24 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) dc01.custdom,custdom 
IP Address(es) fe80::19fd:e0a9:805:bb9b%10,10.0.1.3 
Last AD Checkin 7/12/2012 9:06:41 AM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Datacenter  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 63.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 63.9 GB 16.34 GB 25.57% 47.56GB 74.43% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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DC01 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\DC01\ADMIN$ C:\Windows 
\\DC01\C$ C:\ 
\\DC01\IPC$  
\\DC01\NETLOGON C:\Windows\SYSVOL_DFSR\sysvol\CUSTDOM\SCRIPTS 
\\DC01\share C:\test\share 
\\DC01\SYSVOL C:\Windows\SYSVOL_DFSR\sysvol 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
FreeMyIT Agent 2.0.0023 
Microsoft Baseline Security Analyzer 2.2 2.2.2170 
Mozilla Firefox 12.0 (x86 en-US) 12.0 
Mozilla Maintenance Service 12.0 
ProactiveWatchGateway 2.1.1058 

 

Common Listening Ports 

IP Address  Computer Name  DNS 
(53/TCP)  

RDP 
(3389/TCP)  

10.0.1.3 DC01   
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1.6 - CUSTDOM\DEVWIKI 

Microsoft(R) Windows(R) Server 2003, Standard Edition 
 

Computer Risk Score 

Overall 

 

51 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) devwiki.custdom 
IP Address(es) 10.0.1.12 
Last AD Checkin 7/12/2012 9:05:08 AM 

 

System Profile 

OS Microsoft(R) Windows(R) Server 2003, Standard Edition 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/PowerEdge 2500              
Service Tag ABCD1234 
CPU Intel(R) Pentium(R) III processor  
RAM 1536 MB 
Memory Bank: Memory Bank0 (In Use) 128 Mb, 133 
Memory Bank: Memory Bank1 (In Use) 128 Mb, 133 
Memory Bank: Memory Bank2 (In Use) 128 Mb, 133 
Memory Bank: Memory Bank3 (In Use) 128 Mb, 133 
Memory Bank: Memory Bank4 (In Use) 512 Mb, 133 
Memory Bank: Memory Bank5 (In Use) 512 Mb, 133 
Disk (C:) Size 7.82 GB 
Disk (D:) Size 9.09 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
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C: 7.82 GB 6.33 GB 80.95% 1.49GB 19.05% 
D: 9.09 GB 0.26 GB 2.86% 8.83GB 97.14% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

DEVWIKI N/A   N/A      

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Windows Security Updates Check failed (critical) 62 security updates are 

missing. 5 service packs or 
update rollups are missing. 

 

Local Account Password Strength Assessment  

Assessment: Severe Risk 

 Guest - Weak, Disabled 

 SUPPORT_388945a0 - Disabled 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\DEVWIKI\C$ C:\ 
\\DEVWIKI\IPC$  
\\DEVWIKI\ADMIN$ C:\WINDOWS 
\\DEVWIKI\D$ D:\ 

 

Installed Applications 

APPLICATION NAME VERSION 
Apache HTTP Server 2.0.55 2.0.55 
Dell OpenManage 3.6.0 
Dell OpenManage Array Manager  
Intel(R) LAN Adapters SNMP Agent 1.00.0000 
Intel(R) PRO Network Connections Drivers  
MySQL Administrator 1.1 1.1.8 
MySQL Query Browser 1.1 1.1.20 
MySQL Server 5.0 5.0.18 
PHP 5.1.2  
ProactiveWatch Agent 2.1.1058 
Symantec Backup Exec Remote Agent for Windows Servers 10.1.5629 
Windows Server 2003 Service Pack 1 20050324.163929 

 

Common Listening Ports 

IP Address  Computer Name  HTTP 
(80/TCP)  

MySQL  
(3306/TCP)  

RDP 
(3389/TCP)  

10.0.1.12 DEVWIKI    
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1.7 - CUSTDOM\DMARTINEZ-PC 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

15 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) dmartinez-pc.custdom 
IP Address(es) 10.0.1.91 
Last AD Checkin 7/12/2012 2:54:23 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer HP-Pavilion/BK428AA-ABA s5412p 
Service Tag  
CPU Pentium(R) Dual-Core CPU E5400 @ 2.70GHz  
RAM 4096 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 800 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 800 
Disk (C:) Size 687.75 GB 
Disk (D:) Size 10.78 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 687.75 GB 86.14 GB 12.52% 601.61GB 87.48% 
D: 10.78 GB 9.22 GB 85.53% 1.56GB 14.47% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

DMartinez-PC AVG Anti-Virus Free 
Edition 2012 

  AVG Anti-Virus Free 
Edition 2012 

     

Windows Defender   

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\DMartinez-PC\ADMIN$ C:\Windows 
\\DMartinez-PC\C$ C:\ 
\\DMartinez-PC\D$ D:\ 
\\DMartinez-PC\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
32 Bit HP CIO Components Installer 8.1.4 
Adobe AIR 1.5.3.9120 
Adobe Community Help 3.0.0.400 
Adobe Creative Suite 5 Master Collection 5.0 
Adobe Flash Player 11 ActiveX 11.2.202.235 
Adobe Flash Player 11 Plugin 11.3.300.262 
Adobe Media Player 1.8 
Adobe Reader 7.0.5 7.0.5 
AIO Vibrant Toolbox 2.5.0 
Ask Toolbar 1.13.1.0 
AstCTIClient 1.0 1.0 
AstCTIServer 1.0 1.0 
Auto Macro Recorder V5.5 (Pro V5.2) Trial Version  
AutoHotkey 1.0.48.05 1.0.48.05 
Autotask MS Outlook Extension 3.1.0 
AVG 2012 2012.0.1913 
azzCardfile 4.0c  
Better File Series 5.7  
BlackBerry Device Communication Components 1.2.0.21 
Bomgar Representative Client [nsremote.Northstar.com]  
BrettspielWelt  
Bullzip PDF Printer 7.2.0.1338 7.2.0.1338 
Call Ctrl 2.0.7 
Camtasia Studio 7 7.1.1 
CDBurnerXP 4.4.0.2971 
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APPLICATION NAME VERSION 
Check Point VPN-1 SecuRemote/SecureClient NGX R60 HFA2 1.00.0000 
Cisco Systems VPN Client 5.0.06.0160 5.0.6 
Citrix online plug-in - web 12.1.0.30 
Citrix online plug-in (DV) 12.1.0.30 
Citrix online plug-in (HDX) 12.1.0.30 
Citrix online plug-in (USB) 12.1.0.30 
Citrix online plug-in (Web) 12.1.0.30 
Citrix Presentation Server Client - Web Only 10.100.55836 
Deep Freeze 7 Enterprise  
Dialo 1.4  
EMS SQL Manager 2010 Lite for SQL Server 3.6.0.1 
Exportizer 4.5 4.5 
Foxit PDF Editor 2.2.0.0205 
Foxit Reader 4.0.0.619 
FreeMyIT Agent 2.0.0023 
Futuremark SystemInfo 3.62.1.1 
Fuze Meeting 1.10.38490 
GIMP 2.6.11 2.6.11 
Guild Wars  
Hamachi 1.0.2.3  
Intel(R) Graphics Media Accelerator Driver  
Internet Explorer Developer Toolbar 1.0.2188 
Java Auto Updater 2.0.7.1 
Java(TM) 6 Update 31 6.0.310 
Juniper Networks Network Connect 6.2.0 6.2.0.13255 
Kies 1.5.3 
Magical Jelly Bean KeyFinder 2.0.8.1 
Malwarebytes' Anti-Malware  
Media Player Classic - Home Cinema v1.5.2.3456 1.5.2.3456 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft Lync 2010 4.0.7577.4103 
Microsoft Office 2010 Language Pack Service Pack 1 (SP1)  
Microsoft Office 2010 Primary Interop Assemblies 14.0.4763.1024 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Visio 2010 14.0.6029.1000 
Microsoft Office Visio MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Online Services Module for Windows PowerShell 1.0.0 
Microsoft Online Services Sign In 1.0.1427.40 
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APPLICATION NAME VERSION 
Microsoft Online Services Sign-in Assistant 7.250.4287.0 
Microsoft Silverlight 4.1.10329.0 
Microsoft Visio 2010 Service Pack 1 (SP1)  
Microsoft Visio Premium 2010 14.0.6029.1000 
Microsoft Visual C++ 2005 Redistributable 8.0.61001 
Microsoft Visual C++ 2008 Redistributable - KB2467174 - x86 9.0.30729.5570 9.0.30729.5570 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2010  x86 Redistributable - 10.0.30319 10.0.30319 
Microsoft Visual J# 2.0 Redistributable Package - SE  
Microsoft Visual Studio 2005 Tools for Office Runtime 8.0.60816.0 
Microsoft Visual Studio 2010 Tools for Office Runtime (x86) 10.0.31119 
Microsoft_VC80_ATL_x86 8.0.50727.4053 
Microsoft_VC80_CRT_x86 8.0.50727.4053 
Microsoft_VC80_MFC_x86 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86 8.0.50727.4053 
Microsoft_VC90_ATL_x86 1.00.0000 
Microsoft_VC90_CRT_x86 1.00.0000 
Microsoft_VC90_MFC_x86 1.00.0000 
Mozilla Firefox 13.0.1 (x86 en-US) 13.0.1 
Mozilla Maintenance Service 13.0.1 
MyFreeCodec  
NirSoft ProduKey  
Nmap 5.61TEST5  
Notepad++ 5.8.1 
OGA Notifier 2.0.0048.0 2.0.0048.0 
PDF Settings CS5 10.0 
Pennock's Photo Renamer v1.0  
ProactiveWatch Agent 2.1.1046 
ProactiveWatch Explorer 2.1.1046 
QT Lite 4.1.0 4.1.0 
Rename4u 1.16 
Salesforce for Outlook 1.7.101.1030 
Salesforce Outlook Edition 3 3.3.112 
SAMSUNG USB Driver for Mobile Phones 1.3.450.0 
Sandboxie 3.442  
Shrew Soft VPN Client  
Snagit 10.0.1 10.0.1 
SPA Call Manager Pro 1.0.1 
SPA Call Manager v1.2.6.148  
SpeedFan (remove only)  
Sprinx CTI Client  
Stamp 2.8  
Sticky Notes Taskbar Hider 1.9  
stunnel  
SUPERAntiSpyware 4.40.1002 
System Requirements Lab CYRI 4.5.1.0 
TeamViewer 5 5.0.8625 
UBCD4Win 3.50  
UltraMon 3.1.0 
Utilu IE Collection 1.7.0.3  
VASSAL (3.1.18) 3.1.18 
Visual CertExam Suite 1.9  
Visual Studio 2005 Tools for Office Second Edition Runtime  
Visual Studio Tools for the Office system 3.0 Runtime  
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APPLICATION NAME VERSION 
VMware vSphere Client 4.1 4.1.0.12319 
WebEx  
WildGames 1.0.0.43 
Winamp 5.601 
Windows Media Encoder 9 Series  
Windows XP Mode 1.3.7600.16423 
WinPcap 4.1.2 4.1.0.2001 
WinRAR archiver  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.91 DMartinez-PC  
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1.8 - CUSTDOM\ENGINEERS 

Microsoft Windows 2000 Advanced Server 
 

Computer Risk Score 

Overall 

 

49 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) engineers.custdom 
IP Address(es) 10.0.1.50 
Last AD Checkin 7/12/2012 6:14:03 AM 

 

System Profile 

OS Microsoft Windows 2000 Advanced Server 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/Dimension 4300                
Service Tag ABCD1234 
CPU Intel(R) Pentium(R) 4 CPU 1.60GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 256 Mb, 133 
Memory Bank: Memory Bank1 (In Use) 256 Mb, 133 
Disk (C:) Size 18.64 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 18.64 GB 13.71 GB 73.55% 4.93GB 26.45% 

 

Security Center 

None Detected 
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Patch Status 

ISSUE SCORE ASSESSMENT 
Security Updates Unable to scan Cannot load security CAB file. 

 

Local Account Password Strength Assessment  

Assessment: Incomplete Scan 

 ASPNET - Disabled 

 GraphicD - Weak, Disabled 

 Guest - Weak, Disabled 

 TsInternetUser - Access denied. 
 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\ENGINEERS\IPC$  
\\ENGINEERS\print$ C:\WINNT\system32\spool\drivers 
\\ENGINEERS\HPLaserJ HP LaserJet 4,LocalsplOnly 
\\ENGINEERS\ADMIN$ C:\WINNT 
\\ENGINEERS\C$ C:\ 
\\ENGINEERS\HP_Laser_Jet_2100-ops HP LaserJet 2100-ops,LocalsplOnly 

 

Installed Applications 

APPLICATION NAME VERSION 
ActivePerl 5.8.0 Build 805 5.8.805 
Add-ons 1.0.0.0 
Adobe Acrobat 5.0 5.0 
Annotations 6.0.1000 
Annotations Help 6.0.1000 
ATI Display Driver  
Block Diagrams 6.0.1000 
Block Diagrams Help 6.0.1000 
Borders and Backgrounds 6.0.1000 
Borders and Backgrounds Help 6.0.1000 
Building Architecture 6.0.1000 
Building Architecture Help 6.0.1000 
Building Services 6.0.1000 
Building Services Help 6.0.1000 
CAD Drawing Converter 6.0.1000 
CAD Drawing Converter Help 6.0.1000 
CAD Drawing Display 6.0.1000 
Callouts and Connectors 6.0.1000 
Callouts and Connectors Help 6.0.1000 
Citrix ICA Client  
Clip Art and Symbols 6.0.1000 
Clip Art and Symbols Help 6.0.1000 
ConferenceManager Application Sharing Driver 5.0.18.0  
Custom Patterns 6.0.1000 
Custom Properties Editor 6.0.1000 
DameWare Mini Remote Control 3.50.6.0 
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APPLICATION NAME VERSION 
Database Wizard 6.0.1000 
Dell ResourceCD  
Developing Visio Solutions Help 6.0.1000 
Electrical Engineering 6.0.1000 
Electrical Engineering Help 6.0.1000 
EPIBUILDER Redistribution  
Ethereal 0.10.0 0.10.0 
Facilities Management 6.0.1000 
Facilities Management Help 6.0.1000 
Flowcharts 6.0.1000 
Flowcharts Help 6.0.1000 
Fluid Power 6.0.1000 
Fluid Power Help 6.0.1000 
Forms and Charts 6.0.1000 
Forms and Charts Help 6.0.1000 
Foundation technical 6.0.1000 
Graphics Filters 1.0.0.0 
HASP Device Driver  
Help for Visio 2000 (HTML Help) 1.0.0.1 
Help_Technical 6.0.1000 
HP Download Manager  
HP Install Network Printer Wizard  
ieSpell (remove only)  
IIS UrlScan Tool 2.0 (Uninstall)  
Java 2 Runtime Environment Standard Edition v1.3.1_02  
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
LiveReg (Symantec Corporation) 2.0.6.1314 
LiveUpdate 1.80 (Symantec Corporation) 1.80.19.0 
Maps 1.0.0.0 
Maps Help 1.0.0.0 
Mechanical Engineering 6.0.1000 
Mechanical Engineering Help 6.0.1000 
Microsoft .NET Framework (English) 1.0.3705 
Microsoft .NET Framework (English) v1.0.3705  
Microsoft Baseline Security Analyzer 2.0.1 2.0.6706.0 
Microsoft Office 2000 Resource Kit Tools and Utilities 9.00.00.2010 
Microsoft Office 2000 SR-1 Premium 9.00.3821 
Microsoft Office Integration 6.0.1000 
Microsoft Repository 6.0.0.1 
Microsoft SQL Server 2000 8.00.534 
Microsoft Visio 2000 (IE) 06.00.1001 
Microsoft Visual Studio Service Pack 3 6.0.0.4 
Microsoft Word Viewer 97  
Network Diagrams 6.0.1000 
Network Diagrams Help 6.0.1000 
Office Layout 6.0.1000 
Office Layout Help 6.0.1000 
Organization Charts 6.0.1000 
Organization Charts Help 6.0.1000 
Page Layout Wizard 6.0.1000 
Print ShapeSheet 6.0.1000 
Process Engineering 6.0.1000 
Process Engineering Help 6.0.1000 
Program Files 06.00.1001 
Program Files Help 6.0.1000 
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APPLICATION NAME VERSION 
Program Files Technical 6.0.1000 
CUSTIT 4.0.0 
Project Schedules 6.0.1000 
Project Schedules Help 6.0.1000 
Property Reporting Wizard 6.0.1000 
Release Notes Technical 6.0.1001 
Remote Administrator v2.1  
Remote Desktop Connection 5.1.2600.0 
RevealNet Instant Messages for Oracle  
RevealNet Oracle Administration Knowledge Base  
Satellite  
Save as HTML 6.0.1000 
Shape Explorer 6.0.1001 
Shape Explorer Help 6.0.1000 
SmartShape Wizard 6.0.1000 
Solutions 1.0.0.0 
SSH Secure Shell  
Stencil Report Wizard 6.0.1000 
Symantec pcAnywhere 10.5 
Technical Information: February 2003 1.38.3015 
Terminal Services Client  
Update Rollup 1 for Windows 2000 SP4 20050809.32623 
Van Dyke Technologies SecureCRT 3.3 3.3 
VBA 6.01.00.1234 
Visio 1.0.0.1 
Visio Core Files 06.00.1000 
Visio Technical Core Files 06.00.1000 
VNC Free Edition 4.1.1 4.1.1 
VPN Client  
WebEx  
WebFldrs 9.00.3501 
Windows 2000 Administration Tools 5.0.0.0000 
Windows 2000 Application Compatibility Update  
Windows 2000 Service Pack 4  
WinINSTALL LE 1.0 
WinPcap 3.0  
WinSCP 2.3 2.3 
WinSyslog 3.7 3.70.124 
WinZip  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.50 ENGINEERS  
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1.9 - CUSTDOM\FTDELLLAPTOP 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

12 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) ftdelllaptop.custdom 
IP Address(es) 10.0.1.119 
Last AD Checkin 7/12/2012 10:21:00 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Inc./MXC062                           
Service Tag ABCD1234 
CPU Intel(R) Core(TM) Duo CPU T2700 @ 2.33GHz  
RAM 4096 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 667 
Memory Bank: Memory Bank1 (In Use) 0 Mb, unknown 
Disk (C:) Size 465.71 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 465.71 GB 159.29 GB 34.20% 306.42GB 65.80% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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FTDELLLAPTOP Microsoft Security 
Essentials 

  Microsoft Security 
Essentials 

     

Windows Defender   

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 Send To OneNote 2007 FTDELLLAPTOP   

 PrimoPDF FTDELLLAPTOP   

 

Shares 

UNC PATH 
\\FTDELLLAPTOP\ADMIN$ C:\Windows 
\\FTDELLLAPTOP\Brother MFC-9840CDW Brother MFC-9840CDW,LocalsplOnly 
\\FTDELLLAPTOP\C$ C:\ 
\\FTDELLLAPTOP\FT C:\Users\FThalsim.CUSTDOM\Documents\OneNote 

Notebooks\FT 
\\FTDELLLAPTOP\Internet access for all Iran C:\Users\FThalsim.CUSTDOM\Documents\OneNote 

Notebooks\Internet access for all Iran 
\\FTDELLLAPTOP\IPC$  
\\FTDELLLAPTOP\Network assessment marketing C:\Users\FThalsim.CUSTDOM\Documents\OneNote 

Notebooks\Network assessment marketing 
\\FTDELLLAPTOP\OKI C5200n (Copy 1) OKI C5200n (Copy 1),LocalsplOnly 
\\FTDELLLAPTOP\CUST C:\Users\FThalsim.CUSTDOM\Documents\OneNote 

Notebooks\CUST 
\\FTDELLLAPTOP\print$ C:\WINDOWS\system32\spool\drivers 
\\FTDELLLAPTOP\Riverside C:\Users\FThalsim.CUSTDOM\Documents\OneNote 

Notebooks\Riverside 
\\FTDELLLAPTOP\Users C:\Users 

 

Installed Applications 

APPLICATION NAME VERSION 
?Torrent 1.8.4 
32 Bit HP CIO Components Installer 8.1.4 
Acrobat.com 1.6.65 
Adobe AIR 2.6.0.19140 
Adobe Flash Player 11 ActiveX 11.3.300.265 
Adobe Reader 9.4.6 9.4.6 
Adobe Shockwave Player 11 11 
Adobe? Photoshop? Album Starter Edition 3.2 3.2.0 
Advanced Monitoring Agent  
Android SDK Tools 1.16 
AOLIcon 1.00.0000 
Apple Application Support 2.1.7 
Apple Mobile Device Support 5.1.1.4 
Apple Software Update 2.1.3.127 
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APPLICATION NAME VERSION 
AutoCAD LT 2000  
Autodesk Learning Assistance  
AVS Update Manager 1.0  
AVS Video Converter 6  
AVS4YOU Software Navigator 1.4  
Belkin Setup and Router Monitor  
Belkin USB Print and Storage Center 1.0.0 
Bing Bar 7.0.609.0 
Bing Maps 3D 4.0.903.16005 
Bing Rewards Client Installer 16.0.345.0 
Blog Favorites Setup 1.0.0 
Bonjour 3.0.0.10 
Bonjour Print Services 2.0.2.0 
Broadcom 440x 10/100 Integrated Controller 10.04.01 
Broadcom Management Programs 10.15.03 
Business Complete Care Services Agreement 1.10.0000 
C5150n - C5200n  Series GDI Driver from OKI? Printing Solutions for Windows 210 
Carbonite 4.0.4 build 806 (Mar-03-

2011) 
CCleaner (remove only)  
CDDRV_Installer 4.60 
CinepPlayer 30 Update  
Cisco EAP-FAST Module 2.2.14 
Cisco LEAP Module 1.0.19 
Cisco PEAP Module 1.1.6 
Compatibility Pack for the 2007 Office system 12.0.6612.1000 
Conexant HDA D110 MDC V.92 Modem  
Crash Analysis Tool 1.00.0001 
Creative Audio Pack  
Creative MediaSource 5 5.00 
Crestron Database 23.05.010.00 23.05.010.00 
Crestron Database v18 18.8.7 
Crestron Device Database31.00.003.00 31.00.003.00 
Crestron MasterInstaller 3.00.07.02 
Crestron Toolbox 1.22.109.05 1.22.109.05 
Crestron Toolbox v1.06 1.06.21 
Crestron VisionTools Pro-e 4.2.12.01 4.2.12.01 
D3DX10 15.4.2368.0902 
DEAL for Windows 4.02 
Dell CinePlayer 3.0 
Dell Driver Reset Tool 1.02.0000 
Dell Media Experience 3.1 
Dell Mobile Broadband Card Utility 2.06.02.060 
Dell Support Center 3.1.5907.39 
DellConnect 1.00.522 
DellSupport 6.0.3062 
deskPDF Creator 2012  
Digital Content Portal 1.00.0000 
Digital Line Detect 1.15 
Drivers Install For Linksys Easylink Advisor 2.0.9 
DW WLAN Card Utility 5.60.48.18 
eFax Messenger 4.4.1.528 
Engraver v5.03 5.03.002.05 
Express Burn  
Farsiboard  
FastStone Image Viewer 3.7 3.7 
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APPLICATION NAME VERSION 
ffdshow [rev 1324] [2007-07-01] 1.0 
getPlus(R) for Adobe 1.5.2.35 
getPlus(R)_ocx  
Google Calendar Sync  
Google Gears 0.5.3600 
Google Quick Search Box 1.2.1151.245 
Google Talk Plugin 2.3.2.0 
Google Toolbar for Internet Explorer 1.0.0 
Google Update Helper 1.3.21.111 
GoToAssist 8.0.0.514  
HAI Dealer PC Access 2.12d 
Highlight Viewer (Windows Live Toolbar) 03.01.0146 
iCloud 1.1.0.40 
ImgBurn (Remove Only)  
Internet Explorer (Enable DEP)  
Iomega Discovery Tool Pro 5.0.2.12 
Ipswitch WS_FTP Professional 2007 11.0.0.0 
iReceiver 1.6.2  
iTunes 10.6.1.7 
J2SE Runtime Environment 5.0 Update 6 1.5.0.60 
Java Auto Updater 2.1.6.0 
Java(TM) 6 Update 29 6.0.290 
Java(TM) 7 Update 3 7.0.30 
Java(TM) SE Development Kit 7 Update 3 1.7.0.30 
JavaFX 2.0.3 2.0.3 
JavaFX 2.0.3 SDK 2.0.3 
Junk Mail filter update 15.4.3502.0922 
Keyspan USB Serial Adapter  
KhalInstallWrapper 2.00.0000 
KX-TAW848 Maintenance Console  
KX-TVA Maintenance Console 0.00.0133 
LANguard Network Scanner  
LanTopolog 1.19  
Lantronix DeviceInstaller 4.2.0.1 (32bit) 4.200.1500 
Learn2 Player (Uninstall Only)  
Lernout & Hauspie TruVoice American English TTS Engine  
LiteWare 4.0 1.0.27 
Lizard Safeguard - PDF Viewer 2.6.12  
Logitech Audio Echo Cancellation Component 10.40.1315 
Logitech QuickCam 10.51.1125 
Logitech SetPoint 4.80 
Logitech Video Enumerator 10.40.1315 
Logitech? Camera Driver  
Macromedia Flash Player 7.0.19.0 
Magical Jelly Bean KeyFinder 2.0.8.2 
Malwarebytes' Anti-Malware  
Map Button (Windows Live Toolbar) 03.01.0146 
McAfee Security Scan Plus 2.0.181.2 
Mesh Runtime 15.4.5722.2 
Messenger Companion 15.4.3502.0922 
MetaFrame Presentation Server Client 9.200.44376 
Microsoft .NET Framework 1.1  
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Antimalware 2.1.6805.0 
Microsoft Application Error Reporting 11.0.6558.0 
Microsoft Easy Assist v2 8.1.6416.0 
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APPLICATION NAME VERSION 
Microsoft Lync 2010 4.0.7577.4103 
Microsoft Office 2007 Service Pack 3 (SP3)  
Microsoft Office Access MUI (English) 2007 12.0.6612.1000 
Microsoft Office Access Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Excel MUI (English) 2007 12.0.6612.1000 
Microsoft Office File Validation Add-In 14.0.5130.5003 
Microsoft Office Live Add-in 1.5 2.0.4024.1 
Microsoft Office Live Meeting 2005 7.9.2205.0 
Microsoft Office OneNote 2007 12.0.6612.1000 
Microsoft Office OneNote MUI (English) 2007 12.0.6612.1000 
Microsoft Office Outlook Connector 14.0.5118.5000 
Microsoft Office Outlook MUI (English) 2007 12.0.6612.1000 
Microsoft Office PowerPoint MUI (English) 2007 12.0.6612.1000 
Microsoft Office Professional 2007 12.0.6612.1000 
Microsoft Office Proof (English) 2007 12.0.6612.1000 
Microsoft Office Proof (French) 2007 12.0.6612.1000 
Microsoft Office Proof (Spanish) 2007 12.0.6612.1000 
Microsoft Office Proofing (English) 2007 12.0.4518.1014 
Microsoft Office Proofing Tools 2007 Service Pack 3 (SP3)  
Microsoft Office Publisher MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Word MUI (English) 2007 12.0.6612.1000 
Microsoft Online Services Migration Tools 1.0.1447.28 
Microsoft Online Services Sign-in Assistant 7.250.4122.0 
Microsoft Plus! Digital Media Edition Installer 1.1.0.3514 
Microsoft Plus! Photo Story 2 LE 1.1.0.3463 
Microsoft Primary Interoperability Assemblies 2005 8.0.50727.42 
Microsoft Security Essentials 1.0.2498.0 
Microsoft SharedView 8.0.5725.0 
Microsoft Silverlight 5.1.10411.0 
Microsoft Software Update for Web Folders  (English) 12 12.0.6612.1000 
Microsoft SQL Server 2005 Compact Edition [ENU] 3.1.0000 
Microsoft SQL Server Compact 3.5 SP1 English 3.5.5692.0 
Microsoft UI Engine 6.3.2380.0 
Microsoft Visual C++ 2005 ATL Update kb973923 - x86 8.0.50727.4053 8.0.50727.4053 
Microsoft Visual C++ 2005 Redistributable 8.0.61001 
Microsoft Visual C++ 2008 ATL Update kb973924 - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - KB2467174 - x86 9.0.30729.5570 9.0.30729.5570 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0.21022 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Web Platform Installer 3.0 3.0.4 
Microsoft XNA Framework Redistributable 3.1 3.1.10527.0 
Mobile Broadband Generic Drivers 2.02.11.001.14 
MobileMe Control Panel 3.1.8.0 
Modem Helper 3.01 
Motherboard Monitor 5 5 
MSVCRT 15.4.2862.0708 
MT-1000 Components 3.7.100 
MVision 10.40.1315 
NetSurveyor 2.0.9467.0  
NetWaiting 2.5.23 
Network Console 8.00.172 
Network Stumbler 0.4.0 (remove only)  



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 31 of 127 

APPLICATION NAME VERSION 
NVIDIA Drivers 1.3 
OGA Notifier 2.0.0048.0 2.0.0048.0 
OKI LPR Utility  
Outlook Attachment Sniffer 4.1.0.1  
PerfectDisk 10 Professional 10.0.129 
Persian (Phonetic) 1.0.3.40 
Picasa 2 2.0 
PrimoPDF -- brought to you by Nitro PDF Software 4.1.0.11 
ProactiveWatch Explorer 2.1.1054 
Qualcomm Gobi Single Installer Package for Novatel 1.0.11 
QuickSet 7.1.9 
QuickTime 7.72.80.56 
RealPlayer  
Registry Cleaner 4.0 4.00 
Revo Uninstaller 1.71 1.71 
Rhapsody Player Engine 1.0.604 
Roxio Drag-to-Disc 9.0 
Roxio MyDVD LE 6.1.6 
Roxio RecordNow Audio 2.0.4 
Roxio RecordNow Copy 2.0.4 
Roxio RecordNow Data 2.0.4 
Safari 5.34.57.2 
SearchAssist  
SigmaTel Audio 5.10.5210.0 
SIMPL Windows v2.08 2.08 
SIMPL Windows v2.12 2.12 
SIMPL+ Cross Compiler 1.3 
Skype Click to Call 5.9.9216 
Skype? 5.8 5.8.158 
Smart Menus (Windows Live Toolbar) 03.01.0146 
Smart PDF Creator Pro 5.1.0.397 5.1.0.397 
Snagit 10 10.0.0 
Sonic Activation Module 1.0 
Sonic Advanced Decoder  
Sonic Update Manager 3.0.0 
Sound Blaster ADVANCED MB Drivers  
Sound Blaster Audigy ADVANCED MB 1.0 
Sound Blaster Audigy ADVANCED MB Product Registration  
Spelling Dictionaries Support For Adobe Reader 8 8.0.0 
SpiralFrog Download Manager 2.1.12 2.1.12.2967 
Spybot - Search & Destroy 1.6.0 
SUPERAntiSpyware Free Edition 4.27.0.1002 
Synaptics Pointing Device Driver 8.2.4.6 
TeamViewer 4  
TouchCopy 11 11.12 
Touchpanel Graphics v1.00 1.00.01.1526 
Trillian  
TVersity Codec Pack 1.1 1.1 
TVersity Media Server  0.9.11.4 beta 0.9.11.4 beta 
TweetDeck 0.37.5 
U3Launcher 1.0.0 
Uniblue RegistryBooster  
Universal Powerline Bus Setup Tool 4.3 
URL Assistant  
User Profile Hive Cleanup Service 1.6.30 
Video Mover  
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APPLICATION NAME VERSION 
Viewpoint Media Player  
Virtual Desktop Manager Powertoy for Windows XP 1.00.0001 
VisionTools Pro-e v3.7 3.7 
Vuze 4.6 
WavePad Sound Editor  
web_management_utility  
WebCyberCoach 3.2 Dell  
WebEx  
WebFldrs XP 9.50.7523 
WIDCOMM Bluetooth Software 6.2.1.1200 
Windows 7 Upgrade Advisor Beta 2.0.1125.0 
Windows Driver Package - Broadcom Bluetooth  (01/06/2010 6.2.0.9416) 01/06/2010 6.2.0.9416 
Windows Driver Package - Broadcom Bluetooth  (07/30/2009 6.2.0.9405) 07/30/2009 6.2.0.9405 
Windows Driver Package - Broadcom HIDClass  (07/28/2009 6.2.0.9800) 07/28/2009 6.2.0.9800 
Windows Installer Clean Up 3.00.00.0000 
Windows Live Communications Platform 15.4.3502.0922 
Windows Live Essentials 15.4.3555.0308 
Windows Live Family Safety 15.4.3555.0308 
Windows Live Favorites for Windows Live Toolbar 03.01.0146 
Windows Live ID Sign-in Assistant 7.250.4232.0 
Windows Live Installer 15.4.3502.0922 
Windows Live Mail 15.4.3502.0922 
Windows Live Mesh 15.4.3502.0922 
Windows Live Mesh ActiveX Control for Remote Connections 15.4.5722.2 
Windows Live Messenger 15.4.3538.0513 
Windows Live Messenger Companion Core 15.4.3502.0922 
Windows Live MIME IFilter 15.4.3502.0922 
Windows Live Movie Maker 15.4.3502.0922 
Windows Live Photo Common 15.4.3502.0922 
Windows Live Photo Gallery 15.4.3502.0922 
Windows Live PIMT Platform 15.4.3508.1109 
Windows Live Remote Client 15.4.5722.2 
Windows Live Remote Client Resources 15.4.5722.2 
Windows Live Remote Service 15.4.5722.2 
Windows Live Remote Service Resources 15.4.5722.2 
Windows Live SOXE 15.4.3502.0922 
Windows Live SOXE Definitions 15.4.3502.0922 
Windows Live Sync 14.0.8117.416 
Windows Live UX Platform 15.4.3502.0922 
Windows Live UX Platform Language Pack 15.4.3508.1109 
Windows Live Writer 15.4.3502.0922 
Windows Live Writer Resources 15.4.3502.0922 
Windows Media Format 11 runtime  
Windows Media Player 10 9.00.3636 
Windows Media Player 11  
Windows Vista Upgrade Advisor 1.0.4 
XML Paper Specification Shared Components Pack 1.0  
XV6800 User Manual 1.0 
XviD MPEG-4 Codec  
Yahoo! Autosync 1.0.4.9 
Yahoo! Messenger  

 

Common Listening Ports 

None Detected 
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1.10 - CUSTDOM\HP01 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

48 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) hp01.custdom 
IP Address(es) 10.255.255.101,10.255.255.51,10.0.1.51 
Last AD Checkin 7/11/2012 3:49:36 PM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer HP-Pavilion/BQ466AA-ABA s5510f 
Service Tag ABCD1234 
CPU AMD Athlon(tm) II X2 240 Processor  
RAM 3072 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 800 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 800 
Disk (C:) Size 63.9 GB 
Disk (W:) Size 0.5 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 63.9 GB 13.55 GB 21.21% 50.35GB 78.79% 
W: 0.5 GB 0.04 GB 8.00% 0.46GB 92.00% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

HP01 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\HP01\03230107-69fd-4347-b883-996053033fa3-135266304$ \\?\Volume{26398307-e0a2-4ee5-8e03-684f3c7586e0}\ 
\\HP01\32e68a22-bf12-44fb-a460-ecae1d7c3bc7-135266304$ \\?\Volume{1369b7e1-f1a1-4e39-83d1-05003546c267}\ 
\\HP01\ADMIN$ C:\Windows 
\\HP01\C$ C:\ 
\\HP01\IPC$  
\\HP01\W$ W:\ 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.51 HP01  
  



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 35 of 127 

1.11 - CUSTDOM\HPV00 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

24 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) hpv00.custdom 
IP Address(es) 10.0.1.60 
Last AD Checkin 7/12/2012 6:25:36 AM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Inc./PowerEdge 1900 
Service Tag ABCD1234 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 16384 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 667 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 667 
Memory Bank: Memory Bank2 (In Use) 0 Mb, 667 
Memory Bank: Memory Bank3 (In Use) 0 Mb, 667 
Disk (C:) Size 557.65 GB 
Disk (H:) Size 2792.87 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 557.65 GB 36.86 GB 6.61% 520.79GB 93.39% 
H: 2792.87 GB 241.69 GB 8.65% 2551.18GB 91.35% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

HPV00 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\HPV00\ADMIN$ C:\Windows 
\\HPV00\C$ C:\ 
\\HPV00\F$ F:\ 
\\HPV00\G$ G:\ 
\\HPV00\H H:\ 
\\HPV00\H$ H:\ 
\\HPV00\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe Flash Player 11 ActiveX 64-bit 11.1.102.55 
Dell Online Diagnostics 2.18.0 2.18.0 
Dell OpenManage Server Administrator 6.5.0 
Dell System E-support Tool 2.2 
Microsoft iSCSI Software Target 3.3.16561.0 
System Requirements Lab for Intel 4.5.3.0 
VirtualCloneDrive  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.60 HPV00  
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1.12 - CUSTDOM\HYPERV 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

47 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) hyperv.custdom 
IP Address(es) 10.0.1.67 
Last AD Checkin 7/12/2012 9:52:18 AM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer HP-Pavilion/FQ565AA-ABA a6700f 
Service Tag  
CPU AMD Phenom(tm) 9150e Quad-Core Processor  
RAM 4096 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 800 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 800 
Memory Bank: Memory Bank2 (In Use) 1024 Mb, 800 
Memory Bank: Memory Bank3 (In Use) 1024 Mb, 800 
Disk (C:) Size 74.88 GB 
Disk (D:) Size 390.78 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 74.88 GB 38.07 GB 50.84% 36.81GB 49.16% 
D: 390.78 GB 220.49 GB 56.42% 170.29GB 43.58% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

HYPERV N/A   N/A      

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Developer Tools, Runtimes, and Redistributables Security 
Updates 

Check failed (critical) 12 security updates are 
missing. 1 service packs or 
update rollups are missing. 

Office Security Updates Check failed (non-critical) 1 service packs or update 
rollups are missing. 

SDK Components Security Updates Check passed No security updates are 
missing. 

SQL Server Security Updates Check failed (critical) 2 security updates are 
missing. 2 service packs or 
update rollups are missing. 

Silverlight Security Updates Check failed (critical) 1 security updates are 
missing. 

Windows Security Updates Check failed (critical) 51 security updates are 
missing. 4 service packs or 
update rollups are missing. 

 

Local Account Password Strength Assessment  

Assessment: Severe Risk 

 Guest - Weak, Disabled 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\HYPERV\ADMIN$ C:\Windows 
\\HYPERV\C$ C:\ 
\\HYPERV\D$ D:\ 
\\HYPERV\email2rf C:\email2rf 
\\HYPERV\IPC$  
\\HYPERV\localx D:\localx 
\\HYPERV\netass C:\netass 
\\HYPERV\CUSTIT C:\Program Files (x86)\CUSTDOM\CUSTIT 
\\HYPERV\share D:\share 
\\HYPERV\Users C:\Users 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe Flash Player 10 Plugin 10.0.45.2 
Crystal Reports for Visual Studio 12.51.0.240 
Device Doctor 1.0.0.1  
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APPLICATION NAME VERSION 
Dotfuscator Software Services - Community Edition 5.0.2300.0 
FileZilla Client 3.3.4.1 3.3.4.1 
InstallShield 2009 15.02.0000 
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
Microsoft .NET Compact Framework 1.0 SP3 Developer 1.0.4292 
Microsoft .NET Compact Framework 2.0 2.0.5238 
Microsoft .NET Framework 2.0 SDK (x64) - ENU  
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 
Microsoft Application Error Reporting 12.0.6012.5000 
Microsoft ASP.NET MVC 2 2.0.50217.0 
Microsoft ASP.NET MVC 2 - Visual Studio 2010 Tools 2.0.50217.0 
Microsoft Baseline Security Analyzer 2.2 2.2.2170 
Microsoft Choice Guard 2.0.48.0 
Microsoft Device Emulator version 1.0 - ENU 1.0.50727.42 
Microsoft Document Explorer 2005  
Microsoft Help Viewer 1.0 1.0.30319 
Microsoft Office Professional Edition 2003 11.0.5614.0 
Microsoft Online Services Sign In 1.0.1442.0 
Microsoft Report Viewer Redistributable 2008 SP1  
Microsoft Silverlight 4.0.50917.0 
Microsoft Silverlight 3 SDK 3.0.40818.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.3.4035.00 
Microsoft SQL Server 2005 Mobile [ENU] Developer Tools 3.0.0.0 
Microsoft SQL Server 2005 Tools Express Edition 9.3.4035.00 
Microsoft SQL Server 2008 R2 (64-bit)  
Microsoft SQL Server 2008 R2 Data-Tier Application Framework 10.50.1447.4 
Microsoft SQL Server 2008 R2 Data-Tier Application Project 10.50.1447.4 
Microsoft SQL Server 2008 R2 Management Objects 10.50.1447.4 
Microsoft SQL Server 2008 R2 Management Objects (x64) 10.50.1447.4 
Microsoft SQL Server 2008 R2 Native Client 10.50.1600.1 
Microsoft SQL Server 2008 R2 Policies 10.50.1600.1 
Microsoft SQL Server 2008 R2 RsFx Driver 10.50.1600.1 
Microsoft SQL Server 2008 R2 Setup (English) 10.50.1600.1 
Microsoft SQL Server 2008 R2 Transact-SQL Language Service 10.50.1447.4 
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 
Microsoft SQL Server Browser 10.50.1600.1 
Microsoft SQL Server Compact 3.5 SP2 ENU 3.5.8080.0 
Microsoft SQL Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 
Microsoft SQL Server Compact 3.5 SP2 x64 ENU 3.5.8080.0 
Microsoft SQL Server Database Publishing Wizard 1.4 10.1.2512.8 
Microsoft SQL Server Native Client 9.00.4035.00 
Microsoft SQL Server Setup Support Files (English) 9.00.4035.00 
Microsoft SQL Server System CLR Types 10.50.1447.4 
Microsoft SQL Server System CLR Types (x64) 10.50.1447.4 
Microsoft SQL Server VSS Writer 10.50.1600.1 
Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0.3010.0 
Microsoft Sync Framework SDK v1.0 SP1 1.0.3010.0 
Microsoft Sync Framework Services v1.0 SP1 (x64) 1.0.3010.0 
Microsoft Sync Services for ADO.NET v2.0 SP1 (x64) 2.0.3010.0 
Microsoft Team Foundation Server 2010 Object Model - ENU 10.0.30319 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 
Microsoft Visual C++ 2010  x64 Designtime - 10.0.30319 10.0.30319 
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APPLICATION NAME VERSION 
Microsoft Visual C++ 2010  x64 Runtime - 10.0.30319 10.0.30319 
Microsoft Visual C++ 2010  x86 Runtime - 10.0.30319 10.0.30319 
Microsoft Visual F# 2.0 Runtime 10.0.30319 
Microsoft Visual J# 2.0 Redistributable Package  
Microsoft Visual Studio 2005 64bit Prerequisites (x64) - ENU 8.0.50727.42 
Microsoft Visual Studio 2005 Professional Edition - ENU  
Microsoft Visual Studio 2005 Remote Debugger (x64) - ENU  
Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 10.0.30319 
Microsoft Visual Studio 2010 Office Developer Tools (x64) 10.0.30319 
Microsoft Visual Studio 2010 Professional - ENU 10.0.30319 
Microsoft Visual Studio 2010 SharePoint Developer Tools 10.0.30319 
Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.30319 
Microsoft Visual Studio Macro Tools 9.0.30729 
Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 
Microsoft Web Publishing Wizard 1.53  
Mozilla Firefox (3.6.3) 3.6.3 (en-US) 
MSVCRT 14.0.1468.721 
CUSTIT 6.0 6.0.0101 
Reflection X 6.20  
Spybot - Search & Destroy 1.6.2 
SQL Server 2008 R2 Common Files 10.50.1600.1 
SQL Server 2008 R2 Database Engine Services 10.50.1600.1 
SQL Server 2008 R2 Database Engine Shared 10.50.1600.1 
SQL Server 2008 R2 Management Studio 10.50.1600.1 
Sql Server Customer Experience Improvement Program 10.50.1600.1 
Visual Studio 2010 Prerequisites - English 10.0.30319 
Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU 4.0.8080.0 
Web Deployment Tool 1.1.0618 
Windows Live Call 14.0.8117.0416 
Windows Live Communications Platform 14.0.8117.416 
Windows Live Essentials 14.0.8117.0416 
Windows Live Messenger 14.0.8117.0416 
Windows Live Sign-in Assistant 5.000.818.5 
Windows Live Upload Tool 14.0.8014.1029 
WinMerge 2.12.4 2.12.4 
WinRAR 4.00 beta 1 (64-bit) 4.00.1 
WinZip 15.0 15.0.9334 
WinZip Self-Extractor  

 

Common Listening Ports 

IP Address  Computer Name  HTTP 
(80/TCP)  

RDP 
(3389/TCP)  

10.0.1.67 HYPERV   
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1.13 - CUSTDOM\HYPERV01 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

48 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) hyperv01.custdom 
IP Address(es) 10.0.1.59 
Last AD Checkin 7/11/2012 6:55:24 PM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer HP-Pavilion/BQ466AA-ABA s5510f 
Service Tag ABCD1234 
CPU AMD Athlon(tm) II X2 240 Processor  
RAM 3072 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 800 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 800 
Disk (C:) Size 63.9 GB 
Disk (W:) Size 0.5 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 63.9 GB 13.55 GB 21.21% 50.35GB 78.79% 
W: 0.5 GB 0.04 GB 8.00% 0.46GB 92.00% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

HYPERV01 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\HYPERV01\IPC$  
\\HYPERV01\W$ W:\ 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.59 HYPERV01  
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1.14 - CUSTDOM\ISA1 

 

 

Computer Risk Score 

None Detected 

 

Network Information 

DNS Name(s) isa1.custdom 
IP Address(es) 10.0.1.6 
Last AD Checkin 7/12/2012 8:36:41 AM 

 

System Profile 

None Detected 

 

Disk Space Utilization 

None Detected 

 

Security Center 

None Detected 

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

None Detected 

 

Installed Applications 

APPLICATION NAME VERSION 
Adam Instance ISASTGCTRL  
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 
Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729 
Microsoft .NET Framework 3.5 SP1  
Microsoft ISA Server 2006 5.0.5720 
Microsoft SQL Server Desktop Engine (Microsoft ISA Server 2006 instance) 8.00.2039 
Microsoft SQL Server Desktop Engine (MSFW) 8.00.2039 
MiniTool Partition Wizard Enterprise Edition 6.0  
Windows Imaging Component 3.0.0.0 
Windows Internet Explorer 8 20090308.140743 
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APPLICATION NAME VERSION 
Windows Presentation Foundation 3.0.6920.0 
XML Paper Specification Shared Components Pack 1.0  

 

Common Listening Ports 

IP Address  Computer Name  Telnet  
(23/TCP)  

HTTP 
(80/TCP)  

RDP 
(3389/TCP)  

HTTP 
(8080/TCP)  

10.0.1.6 ISA1     
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1.15 - CUSTDOM\JAMIE-PC 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall   
    No significant risk factors found 

0 

                                        
out of 100 

                                        
Higher score represents 

more risk. 
 

Network Information 

DNS Name(s) jamie-pc.custdom 
IP Address(es) 10.0.1.156,10.0.1.83 
Last AD Checkin 7/10/2012 8:25:13 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Inc./Inspiron N5010 
Service Tag ABCD1234 
CPU Intel(R) Core(TM) i5 CPU M 460 @ 2.53GHz  
RAM 6144 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 1333 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 1333 
Disk (C:) Size 581.42 GB 
Disk (E:) Size 14.65 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 581.42 GB 146.82 GB 25.25% 434.6GB 74.75% 
E: 14.65 GB 6.90 GB 47.10% 7.75GB 52.90% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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JAMIE-PC Microsoft Security 
Essentials 

  Windows Defender      

Microsoft Security 
Essentials 

  

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\JAMIE-PC\ADMIN$ C:\Windows 
\\JAMIE-PC\C$ C:\ 
\\JAMIE-PC\E$ E:\ 
\\JAMIE-PC\GTW C:\Users\JLanier\Desktop\GTW 
\\JAMIE-PC\IPC$  
\\JAMIE-PC\Users C:\Users 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe AIR 2.5.1.17730 
Adobe Community Help 3.4.980 
Adobe Dreamweaver CS5.5 11.5 
Adobe Flash Player 11 ActiveX 11.3.300.265 
Adobe Flash Player 11 Plugin 11.3.300.265 
Adobe Reader X (10.1.3) 10.1.3 
Adobe Widget Browser 2.0 Build 230 
Camtasia Studio 7 7.1.1 
Dell Digital Delivery 2.2.2000.0 
DW WLAN Card Utility 5.60.48.35 
ExamDiff 1.9 (Build 1.9.0.2) 1.9.0.2 
FileZilla Client 3.5.3 3.5.3 
GIMP 2.8.0 2.8.0 
Google SketchUp 8 3.0.11752 
Google Talk Plugin 3.1.4.8140 
IDT Audio 1.0.6289.0 
Java Auto Updater 2.0.7.1 
Java(TM) 6 Update 31 6.0.310 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Application Error Reporting 12.0.6015.5000 
Microsoft IntelliPoint 8.2 8.20.468.0 
Microsoft Lync 2010 4.0.7577.4098 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
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APPLICATION NAME VERSION 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office Office 64-bit Components 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Online Services Sign In 1.0.1442.0 
Microsoft Online Services Sign-in Assistant 7.250.4122.0 
Microsoft Security Client 4.0.1526.0 
Microsoft Security Essentials 4.0.1526.0 
Microsoft Silverlight 4.1.10329.0 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft_VC80_CRT_x86 8.0.50727.4053 
Microsoft_VC80_MFC_x86 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86 8.0.50727.4053 
Microsoft_VC90_ATL_x86 1.00.0000 
Microsoft_VC90_CRT_x86 1.00.0000 
Microsoft_VC90_MFC_x86 1.00.0000 
Microsoft_VC90_MFCLOC_x86 1.00.0000 
Mozilla Firefox 10.0.1 (x86 en-US) 10.0.1 
Oracle JInitiator 1.3.1.22  
SnipIT 1.0.1 
Windows Driver Package - Broadcom Corporation (BTHUSB) Bluetooth  (03/24/2010 6.3.0.2501) 03/24/2010 6.3.0.2501 

 

Common Listening Ports 

None Detected 
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1.16 - CUSTDOM\JSANFORD-WIN7 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

26 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) jsanford-win7.custdom 
IP Address(es) 10.0.1.82 
Last AD Checkin 7/11/2012 12:11:26 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Inc./Vostro 230                    
Service Tag ABCD1234 
CPU Pentium(R) Dual-Core CPU E5400 @ 2.70GHz  
RAM 3072 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 1333 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 1333 
Disk (C:) Size 288.05 GB 
Disk (D:) Size 10 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 288.05 GB 29.98 GB 10.41% 258.07GB 89.59% 
D: 10 GB 4.69 GB 46.90% 5.31GB 53.10% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

JSanford-WIN7 N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\JSanford-WIN7\ADMIN$ C:\Windows 
\\JSanford-WIN7\C$ C:\ 
\\JSanford-WIN7\D$ D:\ 
\\JSanford-WIN7\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
32 Bit HP CIO Components Installer 8.1.4 
Adobe Flash Player 11 ActiveX 11.3.300.265 
Adobe Reader X (10.1.3) 10.1.3 
Bomgar Representative Client [nsremote.Northstar.com]  
Google Toolbar for Internet Explorer 1.0.0 
Google Update Helper 1.3.21.115 
Juniper Networks Network Connect 6.4.0 6.4.0.14343 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Lync 2010 4.0.7577.4103 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
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APPLICATION NAME VERSION 
Microsoft Online Services Sign-in Assistant 7.250.4287.0 
Microsoft Silverlight 4.1.10329.0 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
ProactiveWatch Explorer 3.0.1074 
Quick Screen Capture 3.0 3.0 
Visual CertExam Suite 1.9  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.82 JSanford-WIN7  
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1.17 - CUSTDOM\MEGATRON 

Microsoft(R) Windows(R) Server 2003, Standard Edition 
 

Computer Risk Score 

Overall 

 

51 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) megatron.custdom 
IP Address(es) 10.0.1.4 
Last AD Checkin 7/12/2012 8:20:58 AM 

 

System Profile 

OS Microsoft(R) Windows(R) Server 2003, Standard Edition 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/PowerEdge 1850 
Service Tag ABCD1234 
CPU Intel(R) Xeon(TM) CPU 3.00GHz  
RAM 1024 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, 400 
Memory Bank: Memory Bank1 (In Use) 512 Mb, 400 
Disk (C:) Size 12 GB 
Disk (E:) Size 56.33 GB 
Disk (Z:) Size 204.72 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 12 GB 9.48 GB 79.00% 2.52GB 21.00% 
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E: 56.33 GB 13.27 GB 23.56% 43.06GB 76.44% 
Z: 204.72 GB 177.82 GB 86.86% 26.9GB 13.14% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

MEGATRON N/A   N/A      

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Developer Tools, Runtimes, and Redistributables Security 
Updates 

Check failed (critical) 1 security updates are 
missing. 

SDK Components Security Updates Check passed No security updates are 
missing. 

Windows Security Updates Check failed (critical) 55 security updates are 
missing. 4 service packs or 
update rollups are missing. 

 

Local Account Password Strength Assessment  

Assessment: Severe Risk 

 Guest - Weak, Disabled 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\MEGATRON\Z$ Z:\ 
\\MEGATRON\QuickBooks2009 C:\Documents and Settings\All 

Users\Documents\Intuit\QuickBooks 
\\MEGATRON\C$ C:\ 
\\MEGATRON\offline_testfolder Z:\common\offline_testfolder 
\\MEGATRON\common Z:\common 
\\MEGATRON\IPC$  
\\MEGATRON\software C:\Software 
\\MEGATRON\ADMIN$ C:\WINDOWS 
\\MEGATRON\ClientApps Z:\ClientApps 
\\MEGATRON\E$ E:\ 
\\MEGATRON\NS01 C:\DFSRoots\NS01 

 

Installed Applications 

APPLICATION NAME VERSION 
Adobe Flash Player 10 ActiveX 10.0.22.87 
ATI Display Driver 8.08-041111a-020816C-

Dell 
Dell OpenManage Server Administrator 4.5.0 
Folder Size for Windows 2.5 
FreeMyIT Agent 2.0.0013 
ImageManager 3.5.0000 
Intel(R) PRO Network Connections Drivers  
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APPLICATION NAME VERSION 
Java(TM) 6 Update 17 6.0.170 
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft Group Policy Management Console with SP1 1.0.2.0 
Microsoft Office Live Communications Server 2005 2.0.5470.0 
Microsoft SQL Server Desktop Engine (RTC) 8.00.761 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 
MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 
ProactiveWatch Agent 2.1.1041 
CUSTIT 4.0 4.0.0 
QuickBooks 22.0.4008.2206 
QuickBooks Online Backup 1.0.4 
QuickBooks Premier Edition 2012 22.0.4008.2206 
QuickTime 7.55.90.70 
TreeSize Free V2.4 2.4 
VDS 1.1 Update for R2  
VirtualCloneDrive  
Windows Imaging Component 3.0.0.0 
Windows Internet Explorer 8 20090308.140743 
Windows Messenger 5.1 5.1.0639 
Windows Resource Kit Tools 5.2.3790 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.4 MEGATRON  
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1.18 - CUSTDOM\MIGTEST 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

12 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) migtest.custdom 
IP Address(es) 10.0.1.90 
Last AD Checkin 7/12/2012 4:48:01 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 126.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 126.9 GB 17.43 GB 13.74% 109.47GB 86.26% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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MIGTEST N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\MIGTEST\ADMIN$ C:\Windows 
\\MIGTEST\C$ C:\ 
\\MIGTEST\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office Office 64-bit Components 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 

 

Common Listening Ports 

None Detected 
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1.19 - CUSTDOM\MMIDLAND1 

Microsoft? Windows Vista? Business  
 

Computer Risk Score 

Overall 

 

16 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) mmidland1.custdom 
IP Address(es) 10.0.1.114 
Last AD Checkin 7/12/2012 9:30:47 AM 

 

System Profile 

OS Microsoft? Windows Vista? Business  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer HP-Pavilion/FQ568AA-ABA s3700f 
Service Tag  
CPU AMD Athlon(tm) 64 X2 Dual Core Processor 5000+  
RAM 3072 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 800 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 800 
Disk (C:) Size 286.43 GB 
Disk (D:) Size 11.66 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 286.43 GB 131.31 GB 45.84% 155.12GB 54.16% 
D: 11.66 GB 10.07 GB 86.36% 1.59GB 13.64% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

MMidland1 N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 Microsoft Office Live 
Meeting 2007 Document 
Writer 

MMidland1   

 

Shares 

UNC PATH 
\\MMidland1\ADMIN$ C:\Windows 
\\MMidland1\C$ C:\ 
\\MMidland1\D$ D:\ 
\\MMidland1\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
32 Bit HP CIO Components Installer 8.1.4 
Acrobat.com 1.6.65 
Adobe Acrobat 9 Pro 9.0.0 
Adobe AIR 2.5.1.17730 
Adobe Community Help 3.4.980 
Adobe Dreamweaver CS5.5 11.5 
Adobe Flash Player 11 ActiveX 11.1.102.55 
Adobe Photoshop 5.0 Limited Edition 5.0 
Adobe Reader 9.1 9.1.0 
Adobe Widget Browser 2.0 Build 230 
Apple Application Support 2.1.5 
Apple Mobile Device Support 4.0.0.96 
Apple Software Update 2.1.3.127 
Bing Bar 7.0.822.0 
Bonjour 3.0.0.10 
Cisco WebEx Meetings  
FileZilla Client 3.3.0.1 3.3.0.1 
First Backup 6.8.17.0 
FreeMyIT Agent 2.0.0023 
InReView eDiscovery  
InstallMgr 1.0.39.0 
iTunes 10.5.0.142 
Java Auto Updater 2.0.2.4 
Java(TM) 6 Update 23 6.0.230 
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APPLICATION NAME VERSION 
Macromedia Dreamweaver MX 2004 7.0 
Macromedia Extension Manager 1.5 
Microsoft .NET Framework 3.5 SP1  
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft Default Manager 1.1.53.0 
Microsoft Lync 2010 4.0.7577.4061 
Microsoft Office 2007 Primary Interop Assemblies 12.0.4518.1014 
Microsoft Office 2007 Service Pack 3 (SP3)  
Microsoft Office Access MUI (English) 2007 12.0.6612.1000 
Microsoft Office Access Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Excel MUI (English) 2007 12.0.6612.1000 
Microsoft Office File Validation Add-In 14.0.5130.5003 
Microsoft Office Live Meeting 2007 8.0.6362.149 
Microsoft Office Outlook MUI (English) 2007 12.0.6612.1000 
Microsoft Office PowerPoint MUI (English) 2007 12.0.6612.1000 
Microsoft Office Professional 2007 12.0.6612.1000 
Microsoft Office Proof (English) 2007 12.0.6612.1000 
Microsoft Office Proof (French) 2007 12.0.6612.1000 
Microsoft Office Proof (Spanish) 2007 12.0.6612.1000 
Microsoft Office Proofing (English) 2007 12.0.4518.1014 
Microsoft Office Proofing Tools 2007 Service Pack 3 (SP3)  
Microsoft Office Publisher MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Word MUI (English) 2007 12.0.6612.1000 
Microsoft Online Services Sign In 1.0.1423.65 
Microsoft Online Services Sign-in Assistant 7.250.4287.0 
Microsoft Silverlight 4.1.10111.0 
Microsoft Visual C++ 2005 Redistributable 8.0.61001 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual Studio 2005 Tools for Office Runtime 8.0.60940.0 
Microsoft_VC80_CRT_x86 8.0.50727.4053 
Microsoft_VC80_MFC_x86 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86 8.0.50727.4053 
Microsoft_VC90_ATL_x86 1.00.0000 
Microsoft_VC90_CRT_x86 1.00.0000 
Microsoft_VC90_MFC_x86 1.00.0000 
Microsoft_VC90_MFCLOC_x86 1.00.0000 
MSN Toolbar 1.0.39.0 
MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 
NVIDIA Drivers  
ProactiveWatch Agent 2.1.1046 
QB Network Diagnostic Tool 1.0 
Quest PowerGUI 1.9.5 1.9.5.966 
QuickBooks 22.0.4008.2206 
QuickBooks Premier Edition 2012 22.0.4008.2206 
QuickTime 7.70.80.34 
Realtek High Definition Audio Driver 6.0.1.5789 
Salesforce Outlook Edition 3.2 3.2.513 
Snagit 11 11.0.1 
SnagIt 8 8.2.3 
Soft Data Fax Modem with SmartCP 7.74.00 
StreetSmart Pro 4.22 
SupportSoft Assisted Service 15 



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 59 of 127 

APPLICATION NAME VERSION 
Visual Studio 2005 Tools for Office Second Edition Runtime  

 

Common Listening Ports 

None Detected 
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1.20 - CUSTDOM\MWHITMAN-LT 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall   
    No significant risk factors found 

0 

                                        
out of 100 

                                        
Higher score represents 

more risk. 
 

Network Information 

DNS Name(s) mwhitman-lt.custdom 
IP Address(es) 10.0.1.81,10.0.1.84 
Last AD Checkin 7/12/2012 10:30:05 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Inc./Inspiron N5110 
Service Tag ABCD1234 
CPU Intel(R) Core(TM) i5-2430M CPU @ 2.40GHz  
RAM 8192 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 1333 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 1333 
Disk (C:) Size 581.42 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 581.42 GB 97.69 GB 16.80% 483.73GB 83.20% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

MWhitman-LT GFI Software VIPRE   Windows Defender      

GFI Software VIPRE   

 

Patch Status 
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None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\MWhitman-LT\ADMIN$ C:\Windows 
\\MWhitman-LT\C$ C:\ 
\\MWhitman-LT\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe Flash Player 11 ActiveX 64-bit 11.1.102.63 
Adobe Reader X (10.1.3) 10.1.3 
AIO_Scan 130.0.365.000 
Amazon MP3 Downloader 1.0.15 1.0.15 
BufferChm 130.0.331.000 
Camtasia Studio 7 7.1.1 
Cisco WebEx Meetings  
Copy 130.0.428.000 
Dell Resource CD 1.00.0000 
Dell Touchpad 7.1209.101.204 
Destinations 130.0.0.0 
DeviceDiscovery 130.0.465.000 
DJ_AIO_ProductContext 130.0.365.000 
DJ_AIO_Software 130.0.365.000 
DJ_AIO_Software_min 130.0.365.000 
F4100 130.0.365.000 
F4100_Help 90.0.222.000 
Freecorder 5 5.11 
Freecorder Toolbar 6.8.5.1 
Freecorder Toolbar 3.0 Application 3.0 
FreeMyIT Agent 2.0.0023 
GFI Business Agent 5.0.4474 
GPBaseService2 130.0.371.000 
H&R Block Deluxe + Efile + State 2011 11.05.7102 
H&R Block Georgia 2011 1.11.2001 
HP Customer Participation Program 13.0 13.0 
HP Deskjet All-In-One Driver Software 13.0 Rel. 1 13.0 
HP Imaging Device Functions 13.0 13.0 
HP Photosmart Essential 3.5 3.5 
HP Smart Web Printing 4.51 4.51 
HP Solution Center 13.0 13.0 
HP Update 4.000.011.006 
HPPhotoGadget 130.0.282.000 
HPPhotoSmartDiscLabelContent1 2.04.0000 
HPPhotosmartEssential 2.04.0000 
HPProductAssistant 130.0.371.000 
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APPLICATION NAME VERSION 
HPSSupply 130.0.371.000 
IDT Audio 1.0.6324.0 
Intel PROSet Wireless  
Intel(R) Management Engine Components 7.0.0.1118 
Intel(R) Processor Graphics 8.15.10.2361 
Intel(R) PROSet/Wireless WiFi Software 14.00.1000 
Intel(R) Rapid Storage Technology 10.1.0.1008 
Java Auto Updater 2.0.5.1 
Java(TM) 6 Update 26 6.0.260 
MarketResearch 130.0.374.000 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft Lync 2010 4.0.7577.4072 
Microsoft Office 2007 Primary Interop Assemblies 12.0.4518.1014 
Microsoft Office 2007 Service Pack 2 (SP2)  
Microsoft Office 2010 Primary Interop Assemblies 14.0.4763.1024 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office Office 32-bit Components 2010 14.0.6029.1000 
Microsoft Office Office 64-bit Components 2007 12.0.6425.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook 2007 12.0.6425.1000 
Microsoft Office Outlook MUI (English) 2007 12.0.6425.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2007 12.0.6425.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2007 12.0.6425.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2007 12.0.6425.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2007 12.0.4518.1014 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Proofing Tools 2007 Service Pack 2 (SP2)  
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 32-bit MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Online Services Sign-in Assistant 7.250.4122.0 
Microsoft Silverlight 4.1.10111.0 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.31117 
Pdf995 (installed by H&R Block)  
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APPLICATION NAME VERSION 
PdfEdit995 (installed by H&R Block)  
ProactiveWatch Explorer 3.0.1074 
ProactiveWatchGateway 2.1.1058 
Quickset64 10.09.20 
RealNetworks - Microsoft Visual C++ 2008 Runtime 9.0 
RealPlayer  
Realtek Ethernet Controller Driver 7.31.1025.2010 
Realtek USB 2.0 Card Reader 6.1.7600.30126 
RealUpgrade 1.1 1.1.0 
Renesas Electronics USB 3.0 Host Controller Driver 2.0.32.0 
Salesforce Outlook Edition 3 3.3.114 
Scan 13.0.0.0 
Shop for HP Supplies 13.0 
SmartWebPrinting 130.0.457.000 
Snagit 9.1.1 9.1.1.261 
SolutionCenter 130.0.373.000 
Status 130.0.469.000 
Toolbox 130.0.648.000 
TrayApp 130.0.422.000 
UnloadSupport 11.0.0 
Virtual Account Numbers 1.0.1.0 
Visual Studio 2008 x64 Redistributables 10.0.0.2 
WebReg 130.0.132.017 
Yahoo! Toolbar  

 

Common Listening Ports 

None Detected 
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1.21 - CUSTDOM\PABUILD 

Microsoft(R) Windows(R) Server 2003, Standard Edition 
 

Computer Risk Score 

Overall 

 

48 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) pabuild.custdom 
IP Address(es) 10.0.1.35 
Last AD Checkin <never> 

 

System Profile 

OS Microsoft(R) Windows(R) Server 2003, Standard Edition 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/PowerEdge 1750              
Service Tag ABCD1234 
CPU Intel(R) Xeon(TM) CPU 2.80GHz  
RAM 1024 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, 266 
Memory Bank: Memory Bank1 (In Use) 512 Mb, 266 
Disk (C:) Size 33.87 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 33.87 GB 24.07 GB 71.07% 9.8GB 28.93% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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PABUILD N/A   N/A      

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Developer Tools, Runtimes, and Redistributables Security 
Updates 

Check failed (non-critical) 1 service packs or update 
rollups are missing. 

SDK Components Security Updates Check passed No security updates are 
missing. 

SQL Server Security Updates Check failed (critical) 1 security updates are 
missing. 

Windows Security Updates Check failed (non-critical) 3 service packs or update 
rollups are missing. 

 

Local Account Password Strength Assessment  

Assessment: Severe Risk 

 Guest - Weak, Disabled 

 SUPPORT_388945a0 - Error 1727, Disabled 

 ASPNET - Error 1727 

 Administrator - Error 1727 

 IUSR_CERTTRAN1 - Error 1727 

 IWAM_CERTTRAN1 - Error 1016 

 pabuild4 - Error 1016 

 PGarza - Error 1727 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\PABUILD\CUSTIT Builds C:\CUSTITBuild\Releases\full 
\\PABUILD\C$ C:\ 
\\PABUILD\share C:\Documents and 

Settings\Administrator.CUSTDOM\Desktop\share 
\\PABUILD\Update Services 3.0 API Samples and Tools C:\Program Files\Update Services 3.0 API Samples and Tools 
\\PABUILD\ProactiveWatch C:\ProactiveWatch 
\\PABUILD\IPC$  
\\PABUILD\CUSTITBuild C:\CUSTITBuild 
\\PABUILD\ADMIN$ C:\WINDOWS 
\\PABUILD\local C:\local 

 

Installed Applications 

APPLICATION NAME VERSION 
ActivePerl 5.8.0 Build 804 5.8.804 
Apache Tomcat 4.1 (remove only)  
Debugging Tools for Windows 6.6.7.5 
FreeMyIT Agent 2.0.0015 
InstallShield 11.5 11.50.0000 
InstallShield 2008 14.00.0000 
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2 1.4.2 
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APPLICATION NAME VERSION 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
Microsoft .NET Compact Framework 1.0 SP3 Developer 1.0.4292 
Microsoft .NET Compact Framework 2.0 2.0.5238 
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 
Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729 
Microsoft .NET Framework 3.5 SP1  
Microsoft Base Smart Card Cryptographic Service Provider Package  
Microsoft Device Emulator version 1.0 - ENU 1.0.50727.42 
Microsoft Document Explorer 2005  
Microsoft Platform SDK (R2) (3790.2075) 5.2.3790.2075 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.3.4035.00 
Microsoft SQL Server 2005 Mobile [ENU] Developer Tools 3.0.0.0 
Microsoft SQL Server 2005 Tools Express Edition 9.3.4035.00 
Microsoft SQL Server Native Client 9.00.4035.00 
Microsoft SQL Server Setup Support Files (English) 9.00.4035.00 
Microsoft SQL Server VSS Writer 9.00.4035.00 
Microsoft Visual J# .NET Redistributable Package 1.1 1.1.4322 
Microsoft Visual J# 2.0 Redistributable Package  
Microsoft Visual Studio 2005 Standard Edition - ENU  
Microsoft Visual Studio 6.0 Enterprise Edition  
Microsoft Web Publishing Wizard 1.53  
Microsoft Windows SharePoint Services 3.0 12.0.6425.1000 
Microsoft Windows SharePoint Services 3.0 1033 Lang Pack 12.0.6425.1000 
NetBeans IDE 3.5.1  
Network Console 8.00.172 
ProactiveWatch Agent 2.1.1054 
ProactiveWatch Explorer 2.1.1046 
CUSTIT 6.0 6.0.0101 
StarTeam 4.0  
The 2007 Microsoft Office Servers Service Pack 2 (SP2) and Windows SharePoint Services 3.0 SP2, 32-
bit Editions 

 

TreeSize Professional 5.2.3  
Update Services 3.0 API Samples and Tools 1.0.0 
Vim 6.3 (self-installing)  
Visual Leak Detector 1.9c 1.9c 
Visual Studio 2005 extensions for Windows SharePoint Services version 1.1 12.0.4518.1075 
VSeWSS 1.1 User Guide 1.1.0 
VSIP Interop Assembly Redist 1.00.0000 
Windows Imaging Component 3.0.0.0 
Windows Internal Database 9.3.4035.00 
Windows Internal Database (MICROSOFT##SSEE) 9.3.4035.00 
Windows SharePoint Services 3.0 SP2 (SP2)  
Windows SharePoint Services Developer Resources 1.4 English 12.0.4518.1102 
WinRAR archiver  

 

Common Listening Ports 

IP Address  Computer Name  HTTP 
(80/TCP)  

RDP 
(3389/TCP)  

10.0.1.35 PABUILD   
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1.22 - CUSTDOM\PGARZA1 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall   
    No significant risk factors found 

0 

                                        
out of 100 

                                        
Higher score represents 

more risk. 
 

Network Information 

DNS Name(s) pgarza1.custdom 
IP Address(es) 10.0.1.221 
Last AD Checkin 7/12/2012 9:41:11 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Compaq Presario 061/PX789AA-ABA SR1510NX NA530 
Service Tag  
CPU Intel(R) Celeron(R) CPU 2.80GHz  
RAM 2048 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, unknown 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, unknown 
Disk (C:) Size 74.55 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 74.55 GB 68.11 GB 91.36% 6.44GB 8.64% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

PGarza1 AVG Anti-Virus Free 
Edition 2011 

  AVG Anti-Virus Free 
Edition 2011 

     

Windows Defender   
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Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\PGarza1\ADMIN$ C:\Windows 
\\PGarza1\C$ C:\ 
\\PGarza1\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
32 Bit HP CIO Components Installer 8.1.4 
7-Zip 9.20  
Adobe AIR 2.0.4.13090 
Adobe Flash Player 10 ActiveX 10.3.183.5 
Adobe Flash Player 10 Plugin 10.1.102.64 
Adobe Reader 9.4.0 9.4.0 
AnyBizSoft PDF Converter (Build 2.5.0)  
Apple Application Support 1.5.2 
Apple Mobile Device Support 3.4.1.2 
Apple Software Update 2.1.3.127 
AVG 2011 10.0.1424 
Bomgar Representative Client [nsremote.Northstar.com]  
Bonjour 2.0.5.0 
CDBurnerXP 4.3.8.2568 
CheckNique - Duplex Image MICR 3.0.2 
Cisco Systems VPN Client 5.0.01.0600 5.0.1 
Citrix Presentation Server Client - Web Only 10.100.55836 
Coupon Printer for Windows 5.0.0.0 
FileOpen Client 3.0.35.879 
FileZilla Client 3.3.5.1 3.3.5.1 
FortiClient SSL VPN v3.0.387 3.0.387 
FreeMyIT Agent 2.0.0023 
Google Toolbar for Internet Explorer 1.0.0 
Google Update Helper 1.3.21.115 
iTunes 10.3.1.55 
Java Auto Updater 2.0.7.1 
Java(TM) 6 Update 31 6.0.310 
Juniper Networks Network Connect 6.2.0 6.2.0.13255 
LogMeIn 4.1.1578 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Office 2010 Language Pack Service Pack 1 (SP1)  
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
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APPLICATION NAME VERSION 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Visio 2010 14.0.6029.1000 
Microsoft Office Visio MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Online Services Sign In 1.0.1427.40 
Microsoft Silverlight 4.1.10329.0 
Microsoft Visio 2010 Service Pack 1 (SP1)  
Microsoft Visio Premium 2010 14.0.6029.1000 
Microsoft Visual C++ 2005 ATL Update kb973923 - x86 8.0.50727.4053 8.0.50727.4053 
Microsoft Visual C++ 2005 Redistributable 8.0.61001 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Mozilla Firefox (3.6.24) 3.6.24 (en-US) 
NVIDIA Display Control Panel 6.14.12.5919 
NVIDIA Drivers 1.10.62.40 
NVIDIA Stereoscopic 3D Driver 7.17.12.5919 
Online Check Deposit 6.30.678.0 
ProactiveWatch Explorer 3.0.1072 
QuickTime 7.69.80.9 
Realtek AC'97 Audio  
TeamViewer 5 5.1.9290 
VMware Infrastructure Client 2.5 2.5.0.64247 
Yahoo! Software Update  
Yahoo! Toolbar  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.221 PGarza1  
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1.23 - CUSTDOM\PGARZA-WIN7 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

5 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) pgarza-win7.custdom 
IP Address(es) 10.0.1.99 
Last AD Checkin 7/12/2012 3:25:22 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Gateway/DX4320 
Service Tag  
CPU AMD Phenom(tm) II X4 945 Processor  
RAM 6144 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 533 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 533 
Memory Bank: Memory Bank2 (In Use) 0 Mb, 533 
Memory Bank: Memory Bank3 (In Use) 0 Mb, 533 
Disk (C:) Size 913.35 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 913.35 GB 102.32 GB 11.20% 811.03GB 88.80% 

 

Security Center 
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Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

PGarza-WIN7 AVG Anti-Virus Free 
Edition 2012 

  AVG Anti-Virus Free 
Edition 2012 

     

Windows Defender   

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\PGarza-WIN7\ADMIN$ C:\Windows 
\\PGarza-WIN7\C$ C:\ 
\\PGarza-WIN7\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe AIR 2.6.0.19120 
Adobe Community Help 3.0.0.400 
Adobe Creative Suite 5 Master Collection 5.0 
Adobe Flash Player 10 ActiveX 10.3.183.10 
Adobe Flash Player 10 Plugin 10.3.181.26 
Adobe Reader X (10.1.2) 10.1.2 
Apple Application Support 1.5.2 
Apple Mobile Device Support 3.4.1.2 
Apple Software Update 2.1.3.127 
AVG 2012 2012.0.2195 
Bomgar Representative Client [nsremote.Northstar.com]  
Bonjour 2.0.5.0 
Brother MFL-Pro Suite MFC-9320CW 1.0.2.0 
CCleaner 3.18 
CDBurnerXP 4.4.1.3099 
Cisco Systems VPN Client 5.0.07.0290 5.0.7 
Citrix online plug-in - web 12.0.0.6410 
Citrix online plug-in (DV) 12.0.0.6410 
Citrix online plug-in (HDX) 12.0.0.6410 
Citrix online plug-in (USB) 12.0.0.6410 
Citrix online plug-in (Web) 12.0.0.6410 
DAEMON Tools Pro 4.41.0315.0262 
FileZilla Client 3.5.0 3.5.0 
Google Update Helper 1.3.21.115 
Java Auto Updater 2.1.6.0 
Java(TM) 7 Update 5 7.0.50 
JavaFX 2.1.1 2.1.1 
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APPLICATION NAME VERSION 
Juniper Networks Network Connect 6.2.0 6.2.0.13255 
Juniper Networks Network Connect 6.4.0 6.4.0.14343 
Kernel for OST to PST Evaluation ver 11.07.01  
Kernel for OST to PST ver 11.07.01  
LogMeIn 4.1.1578 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Baseline Security Analyzer 2.2 2.2.2170 
Microsoft Lync 2010 4.0.7577.4103 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office Office 32-bit Components 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 32-bit MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Online Services Sign-in Assistant 7.250.4287.0 
Microsoft Silverlight 5.1.10411.0 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  
Microsoft_VC80_ATL_x86 8.0.50727.4053 
Microsoft_VC80_ATL_x86_x64 8.0.50727.4053 
Microsoft_VC80_CRT_x86 8.0.50727.4053 
Microsoft_VC80_CRT_x86_x64 8.0.50727.4053 
Microsoft_VC80_MFC_x86 8.0.50727.4053 
Microsoft_VC80_MFC_x86_x64 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86_x64 80.50727.4053 
Microsoft_VC90_ATL_x86 1.00.0000 
Microsoft_VC90_ATL_x86_x64 1.00.0000 
Microsoft_VC90_CRT_x86 1.00.0000 
Microsoft_VC90_CRT_x86_x64 1.00.0000 
Microsoft_VC90_MFC_x86 1.00.0000 
Microsoft_VC90_MFC_x86_x64 1.00.0000 
Mozilla Firefox 13.0.1 (x86 en-US) 13.0.1 
Mozilla Maintenance Service 13.0.1 
NVIDIA 3D Vision Driver 266.58 266.58 
NVIDIA Control Panel 266.58 266.58 
NVIDIA Graphics Driver 266.58 266.58 
NVIDIA HD Audio Driver 1.1.13.1 1.1.13.1 
NVIDIA Install Application 2.265.36.0 
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APPLICATION NAME VERSION 
NVIDIA PhysX 9.10.0514 
NVIDIA PhysX System Software 9.10.0514 9.10.0514 
NVIDIA Stereoscopic 3D Driver 7.17.12.6658 
PDF Settings CS5 10.0 
PxMergeModule 1.00.0000 
QuickTime 7.69.80.9 
Realtek Ethernet Controller Driver For Windows 7 7.17.304.2010 
TeamViewer 7 7.0.12313 
TightVNC 2.5.2.0 
Visual Studio 2008 x64 Redistributables 10.0.0.2 
VMware Infrastructure Client 2.5 2.5.0.64247 
VMware vSphere Client 4.0 4.0.0.15751 
VMware vSphere Client 4.1 4.1.0.17435 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

VNC 
(5900/TCP)  

10.0.1.99 PGarza-WIN7   
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1.24 - CUSTDOM\PKWIN7ENT 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

24 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) pkwin7ent.custdom 
IP Address(es) 10.10.10.222,10.0.1.79,204.193.140.79,192.168.199.79,192.168.99.79,192.168.2.79,192.168.1.79 
Last AD Checkin 7/11/2012 8:30:22 PM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 126.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 126.9 GB 22.29 GB 17.57% 104.61GB 82.43% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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PKWIN7ENT N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\PKWIN7ENT\ADMIN$ C:\Windows 
\\PKWIN7ENT\C$ C:\ 
\\PKWIN7ENT\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe Flash Player 11 ActiveX 64-bit 11.2.202.235 
Adobe Reader X (10.1.3) 10.1.3 
Cisco ASDM-IDM Launcher 1.5.41 
Firewall Builder 5.1 5.1.0.3599 
Java Auto Updater 2.0.7.1 
Java(TM) 6 Update 31 6.0.310 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft Application Error Reporting 12.0.6015.5000 
Microsoft Assessment and Planning Toolkit 6.5.4229.0 
Microsoft SQL Server 2008 R2 (64-bit)  
Microsoft SQL Server 2008 R2 Native Client 10.50.1600.1 
Microsoft SQL Server 2008 R2 RsFx Driver 10.50.1600.1 
Microsoft SQL Server 2008 R2 Setup (English) 10.50.1600.1 
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 
Microsoft SQL Server Browser 10.50.1600.1 
Microsoft SQL Server VSS Writer 10.50.1600.1 
PuTTY version 0.62 0.62 
SQL Server 2008 R2 Common Files 10.50.1600.1 
SQL Server 2008 R2 Database Engine Services 10.50.1600.1 
SQL Server 2008 R2 Database Engine Shared 10.50.1600.1 
Sql Server Customer Experience Improvement Program 10.50.1600.1 

 

Common Listening Ports 

None Detected 
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1.25 - CUSTDOM\PS01 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

24 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) ps01.custdom 
IP Address(es) 10.0.1.9 
Last AD Checkin 7/12/2012 3:33:08 AM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 126.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 126.9 GB 16.52 GB 13.02% 110.38GB 86.98% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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PS01 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\PS01\ADMIN$ C:\Windows 
\\PS01\Brother MFC-9320CW Printer Brother MFC-9320CW Printer,LocalsplOnly 
\\PS01\C$ C:\ 
\\PS01\HP Laserjet 2100 HP Laserjet 2100,LocalsplOnly 
\\PS01\IPC$  
\\PS01\print$ C:\Windows\system32\spool\drivers 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
VirtualCloneDrive  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.9 PS01  
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1.26 - CUSTDOM\REMOTE 

Microsoft Windows 2000 Server 
 

Computer Risk Score 

Overall 

 

48 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) remote.custdom 
IP Address(es) 10.0.1.13 
Last AD Checkin 7/12/2012 3:03:04 AM 

 

System Profile 

OS Microsoft Windows 2000 Server 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/PowerEdge 1750              
Service Tag ABCD1234 
CPU Intel(R) Xeon(TM) CPU 2.40GHz  
RAM 2048 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, 266 
Memory Bank: Memory Bank1 (In Use) 512 Mb, 266 
Memory Bank: Memory Bank2 (In Use) 512 Mb, 266 
Memory Bank: Memory Bank3 (In Use) 512 Mb, 266 
Disk (C:) Size 60 GB 
Disk (D:) Size 9.83 GB 
Disk (E:) Size 24.05 GB 

 

Disk Space Utilization 
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Drive Capacity Used % Used Available % Available 
C: 60 GB 13.27 GB 22.12% 46.73GB 77.88% 
D: 9.83 GB 2.85 GB 28.99% 6.98GB 71.01% 
E: 24.05 GB 0.06 GB 0.25% 23.99GB 99.75% 

 

Security Center 

None Detected 

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Security Updates Unable to scan Cannot load security CAB file. 

 

Local Account Password Strength Assessment  

Assessment: Incomplete Scan 

 Guest - Weak, Disabled 

 TsInternetUser - Access denied. 
 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\REMOTE\E$ E:\ 
\\REMOTE\IPC$  
\\REMOTE\D$ D:\ 
\\REMOTE\snarf_db_backups C:\snarf_db_backups 
\\REMOTE\ProXi_Active C:\Program Files\CUSTDOM\ProXi 
\\REMOTE\ADMIN$ C:\WINNT 
\\REMOTE\active_db_backups C:\active_db_backups 
\\REMOTE\C$ C:\ 

 

Installed Applications 

APPLICATION NAME VERSION 
Adobe Reader 6.0 6.0 
Apache Tomcat 5.5 (remove only)  
ATI Display Driver  
FreeMyIT Agent 1.0.0057 
J2SE Development Kit 5.0 Update 6 1.5.0.60 
J2SE Runtime Environment 5.0 Update 6 1.5.0.60 
Java(TM) SE Runtime Environment 6 1.6.0.0 
LiveUpdate 1.80 (Symantec Corporation) 1.80.19.0 
Microsoft .NET Framework 1.1  
Microsoft .NET Framework 2.0 Service Pack 1 2.1.21022 
Microsoft SQL Server 2000 8.00.761 
OpenOffice.org 2.2 2.2.9161 
ProactiveWatch Explorer 1.6.3313 
ProactiveWatch Gateway 1.6.0030 
ProactiveWatch Manager 1.05.0000 
ProXi Database 1.04.0000 
ProXi Repository 1.04.0000 
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APPLICATION NAME VERSION 
ProXi Scheduler 1.04.0000 
ProXi Server 1.04.0000 
ProXi Update Server 1.05.0000 
Remote Desktop Connection 5.1.2600.2180 
Symantec AntiVirus Client 8.1.0.825 
Update Rollup 1 for Windows 2000 SP4 20050809.32623 
VMware Virtual Infrastructure Client 2.0 2.0.1.32042 
WebFldrs 9.00.3501 
WinZip  

 

Common Listening Ports 

IP Address  Computer Name  SMTP 
(25/TCP)  

DNS 
(53/TCP)  

HTTPS 
(443/TCP)  

SQLServer  
(1433/TCP)  

RDP 
(3389/TCP)  

10.0.1.13 REMOTE      
  



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 81 of 127 

1.27 - CUSTDOM\REX 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

14 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) rex.custdom 
IP Address(es) 10.0.1.220 
Last AD Checkin 7/11/2012 2:36:02 PM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Gateway/DX4320 
Service Tag  
CPU AMD Phenom(tm) II X4 945 Processor  
RAM 6144 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 533 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 533 
Memory Bank: Memory Bank2 (In Use) 0 Mb, 533 
Memory Bank: Memory Bank3 (In Use) 0 Mb, 533 
Disk (C:) Size 488.18 GB 
Disk (D:) Size 443.23 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 488.18 GB 67.07 GB 13.74% 421.11GB 86.26% 
D: 443.23 GB 8.67 GB 1.96% 434.56GB 98.04% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

REX Microsoft Security 
Essentials 

  Microsoft Security 
Essentials 

     

Windows Defender   

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\REX\ADMIN$ C:\Windows 
\\REX\C$ C:\ 
\\REX\csharp bin D:\localx\PW16\src\csharp\bin 
\\REX\D$ D:\ 
\\REX\download C:\download 
\\REX\IPC$  
\\REX\PW16 D:\localx\PW16 
\\REX\PW16 bin D:\localx\PW16\bin 
\\REX\redist C:\Program Files (x86)\Microsoft Visual Studio 9.0\VC\redist 
\\REX\systray D:\localx\PW16\src\csharp\bin\systray 
\\REX\wix C:\wix 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
7-Zip 9.20 (x64 edition) 9.20.00.0 
AAAMarcus8 0.0.1 
ActivePerl 5.12.3 Build 1204 (64-bit) 5.12.1204 
Adobe AIR 2.5.1.17730 
Adobe Flash Player 11 ActiveX 64-bit 11.1.102.55 
Adobe Reader X (10.1.3) 10.1.3 
Android SDK Tools 1.16 
Compatibility Pack for the 2007 Office system 12.0.6514.5001 
Crystal Reports Basic for Visual Studio 2008 10.5.0.0 
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0 
DAEMON Tools Lite 4.40.2.0131 
DAEMON Tools Toolbar 1.1.4.0024 
Fiddler Syntax-Highlighting Addons  
Fiddler2 2.3.5.0 
FileZilla Client 3.5.0 3.5.0 
Foxit PDF Editor 2.2.1.1119 
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APPLICATION NAME VERSION 
FreeMyIT Agent 2.0.0023 
Google Data API SDK 1.7 
Greenbone Security Desktop  
Greenbone-Desktop-Suite 1.2.1 1.2.1 
GTK2-Runtime 2.22.0-2010-10-21-ash 
HM NIS Edit 2.0.3 2.0.3 
Java SE Development Kit 7 Update 4 (64-bit) 1.7.0.40 
Java(TM) 7 Update 4 (64-bit) 7.0.40 
JavaFX 2.1.0 (64-bit) 2.1.0 
JavaFX 2.1.0 SDK (64-bit) 2.1.0 
Magical Jelly Bean KeyFinder 2.0.8.2 
Mail.dll 3.0  
Malwarebytes Anti-Malware version 1.61.0.1400 1.61.0.1400 
Microsoft .NET Compact Framework 2.0 SP2 2.0.7045 
Microsoft .NET Compact Framework 3.5 3.5.7283 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Antimalware 3.0.8402.2 
Microsoft Application Error Reporting 12.0.6015.5000 
Microsoft ASP.NET MVC 1.0 1.0.0.0 
Microsoft Baseline Security Analyzer 2.2 2.2.2170 
Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0.21022 
Microsoft Document Explorer 2005  
Microsoft Document Explorer 2008  
Microsoft Exchange Web Services Managed API 1.1 14.2.51.0 
Microsoft Lync 2010 4.0.7577.4061 
Microsoft Office 2007 Service Pack 2 (SP2)  
Microsoft Office Office 64-bit Components 2007 12.0.6425.1000 
Microsoft Office Outlook 2007 12.0.6425.1000 
Microsoft Office Outlook MUI (English) 2007 12.0.6425.1000 
Microsoft Office Professional Edition 2003 11.0.8173.0 
Microsoft Office Proof (English) 2007 12.0.6425.1000 
Microsoft Office Proof (French) 2007 12.0.6425.1000 
Microsoft Office Proof (Spanish) 2007 12.0.6425.1000 
Microsoft Office Proofing (English) 2007 12.0.4518.1014 
Microsoft Office Proofing Tools 2007 Service Pack 2 (SP2)  
Microsoft Office Shared 64-bit MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6425.1000 
Microsoft Office SharePoint Designer 2007 Service Pack 2 (SP2)  
Microsoft Office Visual Web Developer 2007 12.0.4518.1066 
Microsoft Office Visual Web Developer MUI (English) 2007 12.0.6425.1000 
Microsoft Office Word Viewer 2003 11.0.8173.0 
Microsoft Online Services Sign In 1.0.1427.40 
Microsoft Online Services Sign-in Assistant 7.250.4122.0 
Microsoft Platform SDK (3790.1830) 5.2.3790.1830 
Microsoft Report Viewer Redistributable 2008 SP1  
Microsoft Security Client 2.1.1116.0 
Microsoft Security Essentials 2.1.1116.0 
Microsoft Silverlight 4.1.10111.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.4.5000.00 
Microsoft SQL Server 2005 Tools Express Edition 9.4.5000.00 
Microsoft SQL Server 2008 Management Objects 10.0.1600.22 
Microsoft SQL Server 2008 R2 (64-bit)  
Microsoft SQL Server 2008 R2 Native Client 10.50.1600.1 
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APPLICATION NAME VERSION 
Microsoft SQL Server 2008 R2 Policies 10.50.1600.1 
Microsoft SQL Server 2008 R2 Setup (English) 10.50.1600.1 
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0 
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5.5692.0 
Microsoft SQL Server Compact 3.5 SP2 ENU 3.5.8080.0 
Microsoft SQL Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 
Microsoft SQL Server Database Publishing Wizard 1.3 10.0.1600.22 
Microsoft SQL Server Native Client 9.00.5000.00 
Microsoft SQL Server Setup Support Files (English) 9.00.5000.00 
Microsoft SQL Server System CLR Types (x64) 10.50.1600.1 
Microsoft SQL Server VSS Writer 9.00.5000.00 
Microsoft Tool Web Package : OH.EXE 1.00.0.1 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0.21022 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2010  x86 Redistributable - 10.0.30319 10.0.30319 
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  
Microsoft Visual SourceSafe 2005 - ENU  
Microsoft Visual Studio 2005 Tools for Office Runtime 8.0.60940.0 
Microsoft Visual Studio 2008 Professional Edition - ENU  
Microsoft Visual Studio 2008 Remote Debugger - ENU  
Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 
Microsoft Visual Studio Web Authoring Component 12.0.4518.1066 
Microsoft Web Platform Installer 3.0 3.0.5 
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5.21022 
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1.5294.17011 
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1.5294.17011 
Microsoft Xml Diff and Patch 1.0 1.0.0 
Mozilla Firefox 5.0.1 (x86 en-US) 5.0.1 
MSIBuilder 2.0.25 
MySQL Connector Net 6.4.3 6.4.3 
MySQL Connector/ODBC 5.1 5.1.8 
MySQL Workbench 5.2 CE 5.2.34.1 
Network Console 8.00.172 
Nmap 5.51  
Nullsoft Install System 2.46 
NVIDIA 3D Vision Driver 266.58 266.58 
NVIDIA Control Panel 266.58 266.58 
NVIDIA Graphics Driver 266.58 266.58 
NVIDIA HD Audio Driver 1.1.13.1 1.1.13.1 
NVIDIA Install Application 2.265.36.0 
NVIDIA PhysX 9.10.0514 
NVIDIA PhysX System Software 9.10.0514 9.10.0514 
NVIDIA Stereoscopic 3D Driver 7.17.12.6658 
Open XML SDK 2.0 for Microsoft Office 2.0.5022 
OpenSSL 1.0.0d Light (32-bit)  
Openvas-CLI  
Orca 3.1.5299.0000 
ProactiveWatch Explorer 3.0.1073 
ProactiveWatchGateway 2.1.1058 
Realtek Ethernet Controller Driver For Windows 7 7.17.304.2010 
Security Update for Microsoft Office system 2007 (972581)  
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APPLICATION NAME VERSION 
SQL Server 2008 R2 Client Tools 10.50.1600.1 
SQL Server 2008 R2 Common Files 10.50.1600.1 
SQL Server 2008 R2 Management Studio 10.50.1600.1 
SQL Server System CLR Types 10.0.1600.22 
StarTeam Cross-Platform Client 5.3.0.0 
StarTeam SDK Runtime 5.4  
SystemTools DumpSec 2.8.6 
UltraSearch V1.6.1 1.6.1 
Van Dyke Technologies SecureCRT 3.3 3.3 
VC Runtimes MSI 9.0.21022 
Visual C++ 2008 IA64 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x64 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 x64 Runtime - (v9.0.30729.4148) 9.0.30729.4148 
Visual C++ 2008 x64 Runtime - (v9.0.30729.6161) 9.0.30729.6161 
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x64 Runtime - v9.0.30729.4148 9.0.30729.4148 
Visual C++ 2008 x64 Runtime - v9.0.30729.6161 9.0.30729.6161 
Visual C++ 2008 x86 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 x86 Runtime - (v9.0.30729.4148) 9.0.30729.4148 
Visual C++ 2008 x86 Runtime - (v9.0.30729.6161) 9.0.30729.6161 
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0.30729.4148 
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0.30729.6161 
Visual Studio .NET Prerequisites - English 9.0.30729 
Visual Studio 2005 Tools for Office Second Edition Runtime  
Visual Studio Tools for the Office system 3.0 Runtime  
VMware vSphere Client 4.0 4.0.0.15751 
VMware vSphere Client 4.1 4.1.0.17435 
VMware vSphere Host Update Utility 4.0 4.0.0.15751 
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00.1700.5.14343.06 
Windows Mobile 5.0 SDK R2 for Smartphone 5.00.1700.5.14343.06 
Windows Resource Kit Tools 5.2.3790 
WinPcap 4.1.2 4.1.0.2001 
WinRAR archiver  
WinSCP  
WinSCP 4.2.9 4.2.9 
WinZip 8.1  (4331) 
WinZip Self-Extractor  
Xceed Components 2.2.6475.0 
Xming 6.9.0.31 6.9.0.31 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.220 REX  
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1.28 - CUSTDOM\SE-DURAND 

Microsoft Windows 7 Professional  
 

Computer Risk Score 

Overall 

 

27 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) se-durand 
IP Address(es) fe80::cd61:f583:64a6:8763%10,10.0.1.76 
Last AD Checkin 7/12/2012 10:28:02 AM 

 

System Profile 

OS Microsoft Windows 7 Professional  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Hewlett-Packard/s5710f 
Service Tag  
CPU AMD Athlon(tm) II X2 260 Processor  
RAM 3072 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 1333 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 1333 
Disk (C:) Size 685.64 GB 
Disk (D:) Size 12.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 685.64 GB 95.57 GB 13.94% 590.07GB 86.06% 
D: 12.9 GB 11.32 GB 87.75% 1.58GB 12.25% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

SE-DURAND N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\SE-DURAND\ADMIN$ C:\Windows 
\\SE-DURAND\C$ C:\ 
\\SE-DURAND\D$ D:\ 
\\SE-DURAND\IPC$  
\\SE-DURAND\Q$ Q:\ 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe Acrobat 9 Pro - English, Fran?ais, Deutsch 9.4.7 
Adobe Acrobat 9.4.7 - CPSID_83708  
Adobe After Effects CS4 Third Party Content 9 
Adobe AIR 1.5.3.9120 
Adobe Anchor Service CS4 2.0 
Adobe Anchor Service x64 CS4 2.0 
Adobe Bridge CS4 3 
Adobe CMaps CS4 2.0 
Adobe CMaps x64 CS4 2.0 
Adobe Color - Photoshop Specific CS4 2.0 
Adobe Color EU Recommended Settings CS4 2.0 
Adobe Color JA Extra Settings CS4 2.0 
Adobe Color NA Extra Settings CS4 2.0 
Adobe Community Help 3.0.0.400 
Adobe Creative Suite 4 Master Collection 4.0 
Adobe Creative Suite 5 Master Collection 5.0 
Adobe CSI CS4 1 
Adobe CSI CS4 x64 1 
Adobe Default Language CS4 2.0 
Adobe Device Central CS4 2 
Adobe Drive CS4 1 
Adobe Drive CS4 x64 1 
Adobe Encore CS4 Codecs 4 
Adobe ExtendScript Toolkit CS4 3.0.0 
Adobe Extension Manager CS4 2.0 
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APPLICATION NAME VERSION 
Adobe Flash Player 10 Plugin 10.1.52.14 
Adobe Flash Player 11 ActiveX 64-bit 11.2.202.228 
Adobe Fonts All x64 2.0 
Adobe Linguistics CS4 x64 4.0.0 
Adobe Media Encoder CS4 Exporter 1.0 
Adobe Media Encoder CS4 Importer 1.0 
Adobe Media Player 1.8 
Adobe Output Module 2.0 
Adobe PDF Library Files CS4 9.0 
Adobe PDF Library Files x64 CS4 9.0 
Adobe Photoshop CS4 (64 Bit) 11.0 
Adobe Photoshop CS4 Support 11.0 
Adobe Premiere Pro CS4 Third Party Content 4 
Adobe Search for Help 1.0 
Adobe Service Manager Extension 1.0 
Adobe Setup 2.0 
Adobe Soundbooth CS4 Codecs 2 
Adobe Type Support CS4 9.0 
Adobe Type Support x64 CS4 9.0 
Adobe Update Manager CS4 6.0.0 
Adobe WinSoft Linguistics Plugin x64 1.1 
Adobe XMP Panels CS4 2.0 
AdobeColorCommonSetCMYK 2.0 
Advanced IP Scanner 2.1.200 
Apache HTTP Server 2.2.21 2.2.21 
AutoIt v3.3.6.1  
AVG Security Toolbar 11.1.0.12 
BlackBerry Device Communication Components 1.2.0.21 
Bomgar Representative Client [nsremote.Northstar.com]  
Brother MFL-Pro Suite MFC-9320CW 2.0.1.0 
CDBurnerXP 4.4.1.3099 
Cisco Systems VPN Client 5.0.07.0290 5.0.7 
Citrix online plug-in - web 12.0.0.6410 
Citrix online plug-in (DV) 12.0.0.6410 
Citrix online plug-in (HDX) 12.0.0.6410 
Citrix online plug-in (USB) 12.0.0.6410 
Citrix online plug-in (Web) 12.0.0.6410 
Connect 1.0.0.1 
CutePDF Writer 2.8  
ExamDiff 1.9 (Build 1.9.0.1) 1.9.0.1 
FileZilla Client 3.5.2 3.5.2 
FortiClient SSL VPN v4.0.2012 4.0.2012 
FreeMyIT Agent 2.0.0023 
GoToAssist Corporate 9.1.0.615 
GPL Ghostscript 9.05 
HTML Help Workshop  
iLivid 1.92.0.118480 
IrfanView (remove only) 4.32 
Java Auto Updater 2.0.7.1 
Java(TM) 6 Update 31 6.0.310 
Juniper Networks Network Connect 6.4.0 6.4.0.14343 
kuler 2.0 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft .NET Framework 4 Extended 4.0.30319 
Microsoft Application Error Reporting 12.0.6012.5000 
Microsoft Application Virtualization Desktop Client 4.6.0.20200 
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APPLICATION NAME VERSION 
Microsoft Baseline Security Analyzer 2.2 2.2.2170 
Microsoft Lync 2010 4.0.7577.4098 
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office Office 64-bit Components 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Online Services Sign-in Assistant 7.250.4122.0 
Microsoft Silverlight 4.1.10329.0 
Microsoft Visual Basic 6.0 Professional Edition  
Microsoft Visual C++ 2005 Redistributable 8.0.61001 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Web Publishing Wizard 1.53  
Microsoft_VC80_ATL_x86 8.0.50727.4053 
Microsoft_VC80_ATL_x86_x64 8.0.50727.4053 
Microsoft_VC80_CRT_x86 8.0.50727.4053 
Microsoft_VC80_CRT_x86_x64 8.0.50727.4053 
Microsoft_VC80_MFC_x86 8.0.50727.4053 
Microsoft_VC80_MFC_x86_x64 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86 8.0.50727.4053 
Microsoft_VC80_MFCLOC_x86_x64 80.50727.4053 
Microsoft_VC90_ATL_x86 1.00.0000 
Microsoft_VC90_ATL_x86_x64 1.00.0000 
Microsoft_VC90_CRT_x86 1.00.0000 
Microsoft_VC90_CRT_x86_x64 1.00.0000 
Microsoft_VC90_MFC_x86 1.00.0000 
Microsoft_VC90_MFC_x86_x64 1.00.0000 
Mozilla Firefox 12.0 (x86 en-US) 12.0 
Mozilla Maintenance Service 12.0 
MySQL Installer 1.0.18.0 
MySQL Server 5.5 5.5.20 
MySQL Tools for 5.0 5.0.12 
Notepad++ 5.9.3 
Oracle VM VirtualBox 4.1.14 4.1.14 
PDF Settings CS4 9.0 
PDF Settings CS5 10.0 
Photoshop Camera Raw 5.0 
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APPLICATION NAME VERSION 
Photoshop Camera Raw_x64 5.0 
PowerISO 5.1 
PowerShellScriptOMatic v.1.0 1.0.0 
ProactiveWatch Agent 2.1.1058 
ProactiveWatch Explorer 3.0.1074 
PuTTY development snapshot 2011-11-02:r9326 2011-11-02:r9326 
Quick Screen Capture 3.0 3.0 
ShadowProtect 4.15.10125 
ShadowProtect ImageManager 4.1.0 
Skype? 5.10 5.10.115 
Suite Shared Configuration CS4 1.0 
TrueCrypt 7.1a 
Visual CertExam Suite 1.9  
Windows XP Mode 1.3.7600.16423 

 

Common Listening Ports 

IP Address  Computer Name  HTTP 
(80/TCP)  

MySQL  
(3306/TCP)  

RDP 
(3389/TCP)  

10.0.1.76 SE-DURAND    
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1.29 - CUSTDOM\SHELDON 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

14 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) sheldon.custdom 
IP Address(es) 10.0.1.113 
Last AD Checkin 7/12/2012 7:07:47 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Gateway/DX4320 
Service Tag  
CPU AMD Phenom(tm) II X4 945 Processor  
RAM 6144 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 533 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 533 
Memory Bank: Memory Bank2 (In Use) 0 Mb, 533 
Memory Bank: Memory Bank3 (In Use) 0 Mb, 533 
Disk (C:) Size 931.41 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 931.41 GB 163.37 GB 17.54% 768.04GB 82.46% 

 

Security Center 
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Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

SHELDON Microsoft Security 
Essentials 

  Windows Defender      

Microsoft Security 
Essentials 

  

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 PDFCreator SHELDON  eDoc Printer 

 

Shares 

UNC PATH 
\\SHELDON\ADMIN$ C:\Windows 
\\SHELDON\C$ C:\ 
\\SHELDON\download C:\download 
\\SHELDON\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
7-Zip 9.20 (x64 edition) 9.20.00.0 
Adobe Flash Player 11 ActiveX 11.3.300.265 
Android SDK Tools 1.16 
Apex API 10.0 C# Samples 10.0.0 
Brother MFL-Pro Suite MFC-9320CW 1.0.2.0 
Compatibility Pack for the 2007 Office system 12.0.6612.1000 
ConnectWise Internet Client 12.1 
Crystal Reports Basic for Visual Studio 2008 10.5.0.0 
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0 
CutePDF Professional 3.6 (Evaluation)  
D3DX10 15.4.2368.0902 
DAEMON Tools Lite 4.40.2.0131 
deskPDF 2.5 Professional Edition  
Fiddler2  
File Type Assistant  
Final Media Player 2011  
Foxit Reader 4.3.1.118 
GIMP 2.6.11 2.6.11 
Google Data API SDK 1.7 
Google Earth 6.1.0.5001 
Google Earth Plug-in 6.1.0.5001 
Google Update Helper 1.3.21.111 
Grindstone 2  
Java SE Development Kit 7 Update 4 (64-bit) 1.7.0.40 
Java(TM) 6 Update 23 (64-bit) 6.0.230 
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APPLICATION NAME VERSION 
Java(TM) 7 Update 4 (64-bit) 7.0.40 
Java(TM) SE Development Kit 6 Update 23 (64-bit) 1.6.0.230 
Java(TM) SE Development Kit 7 Update 1 (64-bit) 1.7.0.10 
JavaFX 2.1.0 (64-bit) 2.1.0 
JavaFX 2.1.0 SDK (64-bit) 2.1.0 
Microsoft .NET Compact Framework 2.0 SP2 2.0.7045 
Microsoft .NET Compact Framework 3.5 3.5.7283 
Microsoft .NET Framework 4 Client Profile 4.0.30319 
Microsoft Application Error Reporting 12.0.6015.5000 
Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0.21022 
Microsoft Document Explorer 2005  
Microsoft Document Explorer 2008  
Microsoft Easy Assist v2 8.1.6416.0 
Microsoft Lync 2010 4.0.7577.4098 
Microsoft Office 2007 Service Pack 3 (SP3)  
Microsoft Office 2010 Language Pack Service Pack 1 (SP1)  
Microsoft Office 2010 Service Pack 1 (SP1)  
Microsoft Office Access MUI (English) 2010 14.0.6029.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel MUI (English) 2010 14.0.6029.1000 
Microsoft Office Excel Viewer 12.0.6612.1000 
Microsoft Office Groove MUI (English) 2010 14.0.6029.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.6029.1000 
Microsoft Office Office 64-bit Components 2010 14.0.6029.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.6029.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.6029.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.6029.1000 
Microsoft Office Professional Plus 2010 14.0.6029.1000 
Microsoft Office Proof (English) 2010 14.0.6029.1000 
Microsoft Office Proof (French) 2010 14.0.6029.1000 
Microsoft Office Proof (Spanish) 2010 14.0.6029.1000 
Microsoft Office Proofing (English) 2010 14.0.6029.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared 64-bit Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared MUI (English) 2010 14.0.6029.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6612.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.6029.1000 
Microsoft Office SharePoint Designer 2007 Service Pack 3 (SP3)  
Microsoft Office Visio 2010 14.0.6029.1000 
Microsoft Office Visio MUI (English) 2010 14.0.6029.1000 
Microsoft Office Visual Web Developer 2007 12.0.4518.1066 
Microsoft Office Visual Web Developer MUI (English) 2007 12.0.6612.1000 
Microsoft Office Word MUI (English) 2010 14.0.6029.1000 
Microsoft Office Word Viewer 2003 11.0.8173.0 
Microsoft Online Management Policy Agent 1.0.953.0 
Microsoft Online Services Sign In 1.0.1427.40 
Microsoft Online Services Sign-in Assistant 7.250.4287.0 
Microsoft Policy Platform 1.0.2445.0 
Microsoft Security Client 4.0.1526.0 
Microsoft Security Essentials 4.0.1526.0 
Microsoft Silverlight 4.1.10329.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.4.5000.00 
Microsoft SQL Server 2005 Tools Express Edition 9.4.5000.00 
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APPLICATION NAME VERSION 
Microsoft SQL Server 2008 (64-bit)  
Microsoft SQL Server 2008 Common Files 10.1.2531.0 
Microsoft SQL Server 2008 Management Objects 10.0.1600.22 
Microsoft SQL Server 2008 Management Studio 10.1.2531.0 
Microsoft SQL Server 2008 Native Client 10.1.2531.0 
Microsoft SQL Server 2008 Policies 10.1.2531.0 
Microsoft SQL Server 2008 Setup Support Files 10.1.2573.0 
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0 
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5.5692.0 
Microsoft SQL Server Compact 3.5 SP1 English 3.5.5692.0 
Microsoft SQL Server Compact 3.5 SP1 Query Tools English 3.5.5692.0 
Microsoft SQL Server Database Publishing Wizard 1.3 10.0.1600.22 
Microsoft SQL Server Native Client 9.00.3042.00 
Microsoft SQL Server Setup Support Files (English) 9.00.5000.00 
Microsoft SQL Server VSS Writer 9.00.5000.00 
Microsoft Visio 2010 Service Pack 1 (SP1)  
Microsoft Visio Professional 2010 14.0.6029.1000 
Microsoft Visual C++ 2008 ATL Update kb973924 - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 ATL Update kb973924 - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - KB2467174 - x64 9.0.30729.5570 9.0.30729.5570 
Microsoft Visual C++ 2008 Redistributable - KB2467174 - x86 9.0.30729.5570 9.0.30729.5570 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  
Microsoft Visual SourceSafe 2005 - ENU  
Microsoft Visual Studio 2005 Tools for Office Runtime 8.0.60940.0 
Microsoft Visual Studio 2008 Professional Edition - ENU  
Microsoft Visual Studio 2008 Remote Debugger - ENU  
Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.30729 
Microsoft Visual Studio Web Authoring Component 12.0.4518.1066 
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5.21022 
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1.5294.17011 
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1.5294.17011 
Microsoft Xml Diff and Patch 1.0 1.0.0 
MindFusion WinForms 1.0.0 
MSVCRT 15.4.2862.0708 
MySQL Connector Net 6.4.3 6.4.3 
MySQL Workbench 5.2 CE 5.2.34.1 
NVIDIA 3D Vision Driver 266.58 266.58 
NVIDIA Control Panel 267.24 267.24 
NVIDIA Graphics Driver 267.24 267.24 
NVIDIA HD Audio Driver 1.1.13.1 1.1.13.1 
NVIDIA Install Application 2.265.36.0 
NVIDIA PhysX 9.10.0514 
NVIDIA PhysX System Software 9.10.0514 9.10.0514 
NVIDIA Stereoscopic 3D Driver 7.17.12.6658 
Open XML SDK 2.0 for Microsoft Office 2.0.5022 
PDFCreator 1.2.1 
Realtek Ethernet Controller Driver For Windows 7 7.17.304.2010 
Spotify 0.5.2 
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APPLICATION NAME VERSION 
SQL Server System CLR Types 10.0.1600.22 
SSL Diagnostics 1.1 (x86) 1.6.0201.0 
StarTeam Cross-Platform Client 5.3.0.0 
StarTeam SDK Runtime 5.4  
System Center Operations Manager 2007 R2 Agent 6.1.7221.0 
VC Runtimes MSI 9.0.21022 
Visual C++ 2008 IA64 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x64 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 x64 Runtime - (v9.0.30729.4148) 9.0.30729.4148 
Visual C++ 2008 x64 Runtime - (v9.0.30729.6161) 9.0.30729.6161 
Visual C++ 2008 x64 Runtime - KB2465361 - (v9.0.30729.5570) 9.0.30729.5570 
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x64 Runtime - v9.0.30729.4148 9.0.30729.4148 
Visual C++ 2008 x64 Runtime - v9.0.30729.5570 9.0.30729.5570 
Visual C++ 2008 x64 Runtime - v9.0.30729.6161 9.0.30729.6161 
Visual C++ 2008 x86 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 x86 Runtime - (v9.0.30729.4148) 9.0.30729.4148 
Visual C++ 2008 x86 Runtime - (v9.0.30729.6161) 9.0.30729.6161 
Visual C++ 2008 x86 Runtime - KB2465361 - (v9.0.30729.5570) 9.0.30729.5570 
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0.30729.4148 
Visual C++ 2008 x86 Runtime - v9.0.30729.5570 9.0.30729.5570 
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0.30729.6161 
Visual Studio .NET Prerequisites - English 9.0.30729 
Visual Studio 2005 Tools for Office Second Edition Runtime  
Visual Studio Tools for the Office system 3.0 Runtime  
VMware Remote Console Plug-in 2.5.0.244046 
VMware vSphere Client 4.0 4.0.0.15751 
VMware vSphere Client 4.1 4.1.0.17435 
Windows Live Communications Platform 15.4.3502.0922 
Windows Live Essentials 15.4.3555.0308 
Windows Live ID Sign-in Assistant 7.250.4232.0 
Windows Live Installer 15.4.3502.0922 
Windows Live Language Selector 15.4.3555.0308 
Windows Live Messenger 15.4.3538.0513 
Windows Live Photo Common 15.4.3502.0922 
Windows Live PIMT Platform 15.4.3508.1109 
Windows Live SOXE 15.4.3502.0922 
Windows Live SOXE Definitions 15.4.3502.0922 
Windows Live UX Platform 15.4.3502.0922 
Windows Live UX Platform Language Pack 15.4.3508.1109 
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00.1700.5.14343.06 
Windows Mobile 5.0 SDK R2 for Smartphone 5.00.1700.5.14343.06 
WinPcap 4.1.2 4.1.0.2001 
WinSCP 4.2.9 4.2.9 
Wireshark 1.6.2 1.6.2 
Xceed Components 2.2.6475.0 

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.113 SHELDON  
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1.30 - CUSTDOM\SHREDDER 

Microsoft(R) Windows(R) Server 2003, Standard Edition 
 

Computer Risk Score 

Overall 

 

51 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) shredder.custdom 
IP Address(es) 10.0.1.11 
Last AD Checkin 7/12/2012 8:40:04 AM 

 

System Profile 

OS Microsoft(R) Windows(R) Server 2003, Standard Edition 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Computer Corporation/PowerEdge 1850 
Service Tag ABCD1234 
CPU Intel(R) Xeon(TM) CPU 2.80GHz  
RAM 2048 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, 400 
Memory Bank: Memory Bank1 (In Use) 512 Mb, 400 
Memory Bank: Memory Bank2 (In Use) 512 Mb, 400 
Memory Bank: Memory Bank3 (In Use) 512 Mb, 400 
Disk (C:) Size 68.32 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 68.32 GB 68.32 GB 100.00% 0GB 0.00% 

 

Security Center 

Computer Antivirus Antispyware Windows Firewall 
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Name Name On Current Name On Current Domain Private Public 

SHREDDER N/A   N/A      

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Security Updates Unable to scan Cannot load security CAB file. 

 

Local Account Password Strength Assessment  

Assessment: Incomplete Scan 

 Guest - Weak, Disabled 

 HelpAssistant_c6b3ed - Disabled 

 SUPPORT_388945a0 - Disabled 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\SHREDDER\print$ C:\WINDOWS\system32\spool\drivers 
\\SHREDDER\C$ C:\ 
\\SHREDDER\IPC$  
\\SHREDDER\ADMIN$ C:\WINDOWS 

 

Installed Applications 

APPLICATION NAME VERSION 
7-Zip 4.19 beta  
ActivePerl 5.10.0 Build 1003 5.10.1003 
Adobe Flash Player 10 ActiveX 10.0.22.87 
Adobe Flash Player 10 Plugin 10.0.12.36 
Adobe Reader 7.1.2 7.1.2 
AiO_Scan 43.0.217.000 
Apache Tomcat 4.1 (remove only)  
ATI Display Driver 8.08-041111a-020816C-

Dell 
Bomgar Representative Client [nsremote.Northstar.com]  
Cisco Systems VPN Client 5.0.01.0600 5.0.1 
Compatibility Pack for the 2007 Office system 12.0.6425.1000 
DAEMON Tools 3.47.0 
DataEngine 5.2.0 
Dell OpenManage 4.2.0 
Dell OpenManage Array Manager  
Enterprise 43.0.217.000 
Ethereal 0.99.0 0.99.0 
FileZilla Client 3.2.4.1 3.2.4.1 
FreeMyIT Agent 1.0.0057 
Getif 2.3.1  
Google Desktop 3.2005.1208.1655 
Google Talk (remove only)  
Google Toolbar for Internet Explorer  
Hard Disk Low Level Format Tool 2.36 build 1181  
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APPLICATION NAME VERSION 
HP Download Manager  
HP PSC & Officejet 4.2 Corporate Edition  
HP Web Jetadmin  
ieSpell 2.1.1 (build 325)  
InstrumentationService 5.2.0 
Intel(R) LAN Adapters SNMP Agent 1.00.0000 
Intel(R) PRO Network Adapters and Drivers  
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
Java Auto Updater 2.0.2.1 
Java(TM) 6 Update 20 6.0.200 
Java(TM) 6 Update 7 1.6.0.70 
Juniper Terminal Services Client 4.2.0.8047 
KB408693  
KBOX 4.3.20024 
Kernel for OST to PST ver 11.07.01  
LogMeIn 4.1.1558 
MetaFrame Presentation Server Client 8.100.29670 
MetaFrame Presentation Server Web Client for Win32  
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 
Microsoft .NET Framework 3.0 Service Pack 1 3.1.21022 
Microsoft Base Smart Card Cryptographic Service Provider Package  
Microsoft Office 2003 Primary Interop Assemblies 11.0.6553.0 
Microsoft Office Communicator 2005 1.0.559.226 
Microsoft Office Communicator Web Access 1.0.1355.0 
Microsoft Office Communicator Web Access Installer 1.0.0.0 
Microsoft Office Professional Edition 2003 11.0.8173.0 
Microsoft Office Visio Professional 2003 11.0.8173.0 
Microsoft Virtual Server 2005 1.1.465.0 
Microsoft Visual J# 2.0 Redistributable Package - SE  
Microsoft Visual Studio 2005 Tools for Office Runtime  
Microsoft Visual Web Developer 2005 Express Edition - ENU  
Mozilla Firefox (2.0.0.20) 2.0.0.20 (en-US) 
MySQL Tools for 5.0 5.0.8 
PDFTextConverter  
pgAdmin III 1.2.2 
ProactiveWatch Agent 2.1.1041 
CUSTIT 4.0 4.0.0 
PuTTY version 0.58 0.58 
QFolder 1.00.0000 
QuickTime 7.55.90.70 
Remote Access Open Manage Components 4.00.0000 
Remote Administration Tools 5.2.3790.0 
RemoteCalendarsVSTO 1.0.0 
Scan 4.1.0.0 
SnagIt 8 8.2.3 
Symantec Backup Exec Remote Agent for Windows Servers 10.1.5629 
Time Zone Data Update Tool for Microsoft Office Outlook 12.0.4518.1029 
TreeSize Free V2.4 2.4 
VanDyke Software SecureCRT 5.1 5.1 
Vim 6.3 (self-installing)  
VMware Converter 3.0.3 
VMware Infrastructure Client 2.5 2.5.0.64217 
VMware Infrastructure Update 2.5.0.64217 
VMware Virtual Infrastructure Client 2.0 2.0.1.32042 
WebEx  
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APPLICATION NAME VERSION 
Windows Defender 1.1.1593.0 
Windows Defender Signatures 1.20.0.0 
Windows Imaging Component 3.0.0.0 
Windows Messenger 5.1 5.1.0639 
Windows Resource Kit Tools 5.2.3790 
Windows Server 2003 Service Pack 1 Administration Tools Pack 5.2.3790.1830 
Windows Server 2003 Service Pack 2 20070217.021455 
WinISO 5.3  
WinPcap 3.1 3.1.0.27 
WinSCP 3.8.2 3.8.2 
WinTFTP Server Pro  
XML Paper Specification Shared Components Pack 1.0  

 

Common Listening Ports 

IP Address  Computer Name  HTTP 
(80/TCP)  

HTTPS 
(443/TCP)  

Oracle  
(1521/TCP)  

RDP 
(3389/TCP)  

10.0.1.11 SHREDDER     
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1.31 - CUSTDOM\STORAGE01 

Microsoft Windows Server 2008 R2 Enterprise  
 

Computer Risk Score 

Overall 

 

38 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) storage01.custdom 
IP Address(es) 192.168.11.1,10.0.1.69 
Last AD Checkin 7/12/2012 4:22:13 AM 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Dell Inc./PowerEdge 1950 
Service Tag ABCD1234 
CPU Intel(R) Xeon(R) CPU 5110 @ 1.60GHz  
RAM 9216 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 667 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 667 
Memory Bank: Memory Bank2 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank3 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank4 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank5 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank6 (In Use) 512 Mb, 667 
Memory Bank: Memory Bank7 (In Use) 512 Mb, 667 
Disk (C:) Size 123.92 GB 
Disk (D:) Size 1738.99 GB 
Disk (E:) Size 1788.14 GB 
Disk (G:) Size 596.17 GB 

 

Disk Space Utilization 
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Drive Capacity Used % Used Available % Available 
C: 123.92 GB 31.69 GB 25.57% 92.23GB 74.43% 
D: 1738.99 GB 964.48 GB 55.46% 774.51GB 44.54% 
E: 1788.14 GB 896.38 GB 50.13% 891.76GB 49.87% 
G: 596.17 GB 30.19 GB 5.06% 565.98GB 94.94% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

STORAGE01 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\STORAGE01\ADMIN$ C:\Windows 
\\STORAGE01\C$ C:\ 
\\STORAGE01\CertEnroll C:\Windows\system32\CertSrv\CertEnroll 
\\STORAGE01\ClientApps D:\Shared Files\ClientApps 
\\STORAGE01\Common D:\Shared Files\Common 
\\STORAGE01\D$ D:\ 
\\STORAGE01\E$ E:\ 
\\STORAGE01\F$ F:\ 
\\STORAGE01\G$ G:\ 
\\STORAGE01\H H:\ 
\\STORAGE01\Hyper-V D:\Hyper-V 
\\STORAGE01\Hyper-V R5 E:\Hyper-V R5 
\\STORAGE01\IPC$  
\\STORAGE01\ISO E:\Shared Folders\ISO 
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\\STORAGE01\NS01 C:\DFSRoots\NS01 
\\STORAGE01\OldCommon E:\OldCommon 
\\STORAGE01\REMINST D:\RemoteInstall 
\\STORAGE01\Temp E:\Temp 
\\STORAGE01\Transit D:\Transit 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
Adobe Flash Player 11 ActiveX 11.1.102.55 
ATI Display Driver 8.24.50.5-090623a-

083721C-Dell 
Broadcom Drivers and Management Applications 14.2.11.5 
Microsoft iSCSI Software Target 3.3.16544.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Express Edition (SUNBELT) 9.3.4035.00 
Microsoft SQL Server 2008 Management Objects 10.0.1600.22 
Microsoft SQL Server Native Client 9.00.4035.00 
Microsoft SQL Server Setup Support Files (English) 9.00.4035.00 
Microsoft SQL Server VSS Writer 9.00.4035.00 
SQL Server System CLR Types 10.0.1600.22 
VIPRE Business Premium 5.0.4904 
VirtualCloneDrive  
Windows Driver Package - ATI Technologies Inc. (ati2mtag) Display  (06/23/2009 8.240.50.5000) 06/23/2009 

8.240.50.5000 
Windows Driver Package - ATI Technologies Inc. Display  (06/23/2009 8.240.50.5000) 06/23/2009 

8.240.50.5000 

 

Common Listening Ports 

IP Address  Computer Name  HTTP 
(80/TCP)  

HTTPS 
(443/TCP)  

RDP 
(3389/TCP)  

10.0.1.69 STORAGE01    
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1.32 - CUSTDOM\TERMINUS 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

16 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) terminus.custdom 
IP Address(es) 10.0.1.118 
Last AD Checkin 7/12/2012 7:11:52 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Hewlett-Packard/p7-1047c 
Service Tag ABCD1234 
CPU Intel(R) Core(TM) i5-2400S CPU @ 2.50GHz  
RAM 6144 MB 
Memory Bank: Memory Bank0 (In Use) 0 Mb, 1333 
Memory Bank: Memory Bank1 (In Use) 0 Mb, 1333 
Disk (C:) Size 920.37 GB 
Disk (D:) Size 11.04 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 920.37 GB 152.83 GB 16.61% 767.54GB 83.39% 
D: 11.04 GB 9.69 GB 87.77% 1.35GB 12.23% 
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Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 

TERMINUS N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 Zan Image Printer (Color) TERMINUS   

 Zan Image Printer (BW) TERMINUS   

 

Shares 

UNC PATH 
\\TERMINUS\ADMIN$ C:\Windows 
\\TERMINUS\C$ C:\ 
\\TERMINUS\Cisco PCF C:\transfer\ATS\Cisco PCF 
\\TERMINUS\D$ D:\ 
\\TERMINUS\Explorer C:\xdrive\ProactiveWatch\ProX Server.root\ProX 

Server\Deployment\CUSTDOM\ProXi\Explorer 
\\TERMINUS\Intel C:\Intel 
\\TERMINUS\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
7-Zip 9.20 (x64 edition) 9.20.00.0 
Adobe AIR 2.7.1.19610 
Adobe Flash Player 11 ActiveX 64-bit 11.1.102.55 
Adobe Reader X (10.1.0) 10.1.0 
Apache Tomcat 7.0.22  
Cisco Systems VPN Client 5.0.07.0290 5.0.7 
Cisco WebEx Meetings  
Crystal Reports Basic for Visual Studio 2008 10.5.0.0 
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0 
FileZilla Client 3.5.0 3.5.0 
FreeMyIT Agent 2.0.0023 
GIMP 2.6.11 2.6.11 
Google Update Helper 1.3.21.115 
HxD Hex Editor version 1.7.7.0 1.7.7.0 
InReView eDiscovery  
IrfanView (remove only) 4.30 
Java(TM) 6 Update 31 (64-bit) 6.0.310 
Java(TM) SE Development Kit 6 Update 31 (64-bit) 1.6.0.310 
LogMeIn 4.1.1868 
Microsoft .NET Compact Framework 2.0 SP2 2.0.7045 
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APPLICATION NAME VERSION 
Microsoft .NET Compact Framework 3.5 3.5.7283 
Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0.21022 
Microsoft Document Explorer 2005  
Microsoft Document Explorer 2008  
Microsoft Lync 2010 4.0.7577.4061 
Microsoft Office 2007 Service Pack 2 (SP2)  
Microsoft Office Access MUI (English) 2010 14.0.4763.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.4763.1000 
Microsoft Office Excel MUI (English) 2010 14.0.4763.1000 
Microsoft Office Groove MUI (English) 2010 14.0.4763.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.4763.1000 
Microsoft Office Office 32-bit Components 2010 14.0.4763.1000 
Microsoft Office OneNote MUI (English) 2010 14.0.4763.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.4763.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.4763.1000 
Microsoft Office Professional Plus 2010 14.0.4763.1000 
Microsoft Office Proof (English) 2010 14.0.4763.1000 
Microsoft Office Proof (French) 2010 14.0.4763.1000 
Microsoft Office Proof (Spanish) 2010 14.0.4763.1000 
Microsoft Office Proofing (English) 2010 14.0.4763.1000 
Microsoft Office Publisher MUI (English) 2010 14.0.4763.1000 
Microsoft Office Shared 32-bit MUI (English) 2010 14.0.4763.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared MUI (English) 2010 14.0.4763.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.4763.1000 
Microsoft Office SharePoint Designer 2007 Service Pack 2 (SP2)  
Microsoft Office Visual Web Developer 2007 12.0.4518.1066 
Microsoft Office Visual Web Developer MUI (English) 2007 12.0.6425.1000 
Microsoft Office Word MUI (English) 2010 14.0.4763.1000 
Microsoft Online Services Sign In 1.0.1427.40 
Microsoft Online Services Sign-in Assistant 7.250.4287.0 
Microsoft Silverlight 4.0.50826.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.4.5000.00 
Microsoft SQL Server 2005 Tools Express Edition 9.4.5000.00 
Microsoft SQL Server 2008 Management Objects 10.0.1600.22 
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0 
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5.5692.0 
Microsoft SQL Server Compact 3.5 SP1 English 3.5.5692.0 
Microsoft SQL Server Database Publishing Wizard 1.3 10.0.1600.22 
Microsoft SQL Server Native Client 9.00.5000.00 
Microsoft SQL Server Setup Support Files (English) 9.00.5000.00 
Microsoft SQL Server VSS Writer 9.00.5000.00 
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  
Microsoft Visual SourceSafe 2005 - ENU  
Microsoft Visual Studio 2005 Tools for Office Runtime 8.0.60940.0 
Microsoft Visual Studio 2008 Professional Edition - ENU  
Microsoft Visual Studio 2008 Remote Debugger - ENU  
Microsoft Visual Studio Web Authoring Component 12.0.4518.1066 
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5.21022 
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1.5294.17011 
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APPLICATION NAME VERSION 
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1.5294.17011 
NetBeans IDE 7.1.1 7.1.1 
Open XML SDK 2.0 for Microsoft Office 2.0.5022 
ProactiveWatch Explorer 3.0.1074 
RapidSpell Desktop .NET v5 5.0 
Realtek High Definition Audio Driver 6.0.1.6251 
Security Update for Microsoft Office system 2007 (972581)  
Snagit 10.0.2 10.0.2 
SQL Server System CLR Types 10.0.1600.22 
TextPad 5 5.4.2 
VC Runtimes MSI 9.0.21022 
VirtualCloneDrive  
Visual C++ 2008 IA64 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x64 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x86 Runtime - (v9.0.30729) 9.0.30729 
Visual C++ 2008 x86 Runtime - (v9.0.30729.4148) 9.0.30729.4148 
Visual C++ 2008 x86 Runtime - (v9.0.30729.6161) 9.0.30729.6161 
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0.30729.01 
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0.30729.4148 
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0.30729.6161 
Visual Studio .NET Prerequisites - English 9.0.30729 
Visual Studio 2005 Tools for Office Second Edition Runtime  
Visual Studio Tools for the Office system 3.0 Runtime  
VMware vSphere Client 4.0 4.0.0.15751 
VMware vSphere Client 4.1 4.1.0.17435 
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00.1700.5.14343.06 
Windows Mobile 5.0 SDK R2 for Smartphone 5.00.1700.5.14343.06 
Windows SideShow Managed API 1.0 SDK 1.0.1.0 
Windows SideShow Managed Runtime 1.0 1.0.1.0 
Xceed Components 2.2.6475.0 
Zan Image Printer  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.118 TERMINUS  
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1.33 - CUSTDOM\THRASH2 

Microsoft Windows 2000 Server 
 

Computer Risk Score 

Overall 

 

63 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) thrash2.custdom 
IP Address(es) 10.0.1.33 
Last AD Checkin 7/12/2012 7:47:20 AM 

 

System Profile 

OS Microsoft Windows 2000 Server 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer A7N8X/A7N8X000 
Service Tag Chassis Serial Number 
CPU AMD Athlon(tm) XP 3200+  
RAM 1024 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, 100 
Memory Bank: Memory Bank1 (In Use) 512 Mb, 100 
Disk (C:) Size 39.06 GB 
Disk (I:) Size 49.88 GB 
Disk (P:) Size 9.76 GB 
Disk (S:) Size 9.76 GB 
Disk (X:) Size 4.88 GB 

 

Disk Space Utilization 
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Drive Capacity Used % Used Available % Available 
C: 39.06 GB 32.30 GB 82.69% 6.76GB 17.31% 
I: 49.88 GB 23.11 GB 46.33% 26.77GB 53.67% 
P: 9.76 GB 8.57 GB 87.81% 1.19GB 12.19% 
S: 9.76 GB 6.89 GB 70.59% 2.87GB 29.41% 
X: 4.88 GB 0.68 GB 13.93% 4.2GB 86.07% 

 

Security Center 

None Detected 

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Developer Tools, Runtimes, and Redistributables Security 
Updates 

Check failed (critical) 2 security updates are 
missing. 

Office Security Updates Check failed (critical) 29 security updates are 
missing. 2 service packs or 
update rollups are missing. 

SDK Components Security Updates Check passed No security updates are 
missing. 

SQL Server Security Updates Check failed (non-critical) 1 service packs or update 
rollups are missing. 

Windows Security Updates Check failed (critical) 51 security updates are 
missing. 

 

Local Account Password Strength Assessment  

Assessment: Severe Risk 

 Guest - Weak, Disabled 

 pietro - Disabled 

 TsInternetUser - Access denied. 
 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 Microsoft Office Live 
Meeting Document 
Writer 

THRASH2   
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Shares 

UNC PATH 
\\THRASH2\FMIT bin P:\localX\FMIT\bin 
\\THRASH2\P$ P:\ 
\\THRASH2\extensions P:\localX\PW16\src\extensions 
\\THRASH2\IPC$  
\\THRASH2\X$ X:\ 
\\THRASH2\vc I:\Program Files\Citrix\MPSSDK\vc 
\\THRASH2\bin 1.1 P:\localX\CUSTITX\CUSTITX\src\bin 
\\THRASH2\bin1.5 P:\localX\ProXi1.5\bin 
\\THRASH2\bin1.6 P:\localX\PW16\bin 
\\THRASH2\I$ I:\ 
\\THRASH2\signing P:\localX\PW16\src\signing 
\\THRASH2\Full Releases I:\ProXi\1.5\Release\msi\Full 
\\THRASH2\FMIT2 Full I:\FMIT\2.0\Release\Full 
\\THRASH2\PW16 VB P:\localX\PW16\src\vb 
\\THRASH2\FMIT Build I:\FMIT\1.0\Build 
\\THRASH2\PW16 src P:\localX\PW16\src 
\\THRASH2\PwPatches P:\localX\ProXi1.5\src\vbs\PwPatches 
\\THRASH2\Vista Certification I:\ProXi\1.5\Release\msi\Full\Vista Certification 
\\THRASH2\iPhone P:\localX\PW16\src\extensions\iPhone 
\\THRASH2\E E:\ 
\\THRASH2\PW16 Full I:\ProXi\1.6\Release\Full 
\\THRASH2\ADMIN$ C:\WINNT 
\\THRASH2\PW1.6 I:\ProXi\1.6 
\\THRASH2\C$ C:\ 
\\THRASH2\S$ S:\ 
\\THRASH2\bin1.2 P:\localX\ProXi1.2\bin 
\\THRASH2\ProXi I:\ProXi 
\\THRASH2\FMIT Full I:\FMIT\1.0\Release\Full 
\\THRASH2\FMIT2 bin P:\localX\FMIT2\bin 

 

Installed Applications 

APPLICATION NAME VERSION 
7-Zip 4.57  
ABC Amber ICL Converter  
Acrobat.com 1.7.186 
Adobe Acrobat 5.0 5.0 
Adobe AIR 1.5.1.8210 
Adobe Flash Player 10 ActiveX 10.0.22.87 
Adobe Reader 9.4.0 9.4.0 
Adobe Shockwave Player 11.5 11.5 
AIM Pro 1.5.0.291 
Apache Tomcat 4.1 (remove only)  
Apache Tomcat 5.5 (remove only)  
Application Verifier Database  
Aspell English Dictionary-0.50-2  
Bomgar Representative Client [nsremote.Northstar.com]  
ByteSphere OidView 2.2 2.0 
Citrix ICA Web Client (Minimal Installation)  
Citrix Presentation Server Client 10.100.55836 
Citrix Secure Access  
Citrix Server SDK - APSDK Component  
Citrix Server SDK - MFCOM Component  
Citrix Server SDK - SMC Component  
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APPLICATION NAME VERSION 
Citrix Server SDK - WFAPI Component  
Common Setup Files (3790.0) 5.2.3790.0 
Compatibility Administrator 3.0 30.00.0001 
Compatibility Pack for the 2007 Office system 12.0.6021.5000 
Core SDK (Windows Server 2003) (3790.0) 5.2.3790.0 
Debugging Tools for Windows 6.6.3.5 
Easy Graphic Converter 3.0  
FileZilla (remove only)  
FreeMyIT Agent 2.0.0015 
FreeProxy version 3.92 3.92 
GNU Aspell 0.50-3  
GTK+ Runtime 2.12.8 rev a (remove only)  
HM NIS Edit 2.0.3 2.0.3 
HTTPLook 1.25 1.25 
ImgBurn 2.5.1.0 
InstallShield 11.5 11.50.0000 
InstallShield 2008 14.00.0000 
InstallShield 2009 15.01.0000 
InstallShield Skin Customization Kit 10.00.159 
InstallShield Update Service SDK 3.10.1149 
InstallShield X 159 
InstallShield X InstallScript Objects <build_number> 
InstallShield X Legacy InstallScript Objects <build_number> 
InstallShield X MSI Objects 1.00.0000 
InstallShield X Standalone Build 10.00.0000 
J2SE Development Kit 5.0 Update 6 1.5.0.60 
J2SE Runtime Environment 5.0 Update 6 1.5.0.60 
Java 2 Runtime Environment, SE v1.4.2_06 1.4.2_06 
Java 2 SDK, SE v1.4.2_04 1.4.2_04 
Java 2 SDK, SE v1.4.2_06 1.4.2_06 
Java Web Start  
Kiwi Syslog Daemon  
LiveUpdate 1.80 (Symantec Corporation) 1.80.19.0 
Malwarebytes' Anti-Malware  
MetaFrame Presentation Server SDK  
Microsoft .NET Framework 1.1  
Microsoft .NET Framework 2.0 Service Pack 1 2.1.21022 
Microsoft Application Compatibility Analyzer 1.0 1.00.0001 
Microsoft Base Smart Card Cryptographic Service Provider Package  
Microsoft Easy Assist Launchpad 8.1.6416.0 
Microsoft Easy Assist v2 8.1.6416.0 
Microsoft Office 2000 SR-1 Premium 9.00.3821 
Microsoft Office Live Meeting 2005 7.9.3221.0 
Microsoft Office Professional Edition 2003 11.0.8173.0 
Microsoft PVK Import (Remove only)  
Microsoft SDK Update February 2003 (5.2.3790.0) 5.2.3790.0 
Microsoft SQL Server 2000 8.00.761 
Microsoft SQL Server 2000 Driver for JDBC Service Pack 3 2.2.0040 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Backward compatibility 8.05.2309 
Microsoft SQL Server 2005 Express Edition (SQLEXPRESS) 9.00.1399.06 
Microsoft SQL Server 2008 Analysis Management Objects 10.2.4000.0 
Microsoft SQL Server Management Studio Express 9.00.2047.00 
Microsoft SQL Server Native Client 9.00.1399.06 
Microsoft SQL Server Setup Support Files (English) 9.00.1399.06 
Microsoft SQL Server VSS Writer 9.00.1399.06 
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APPLICATION NAME VERSION 
Microsoft Visual C++ 2005 Redistributable 8.0.56336 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 
Microsoft Visual J# .NET Redistributable Package 1.1 1.1.4322 
Microsoft Visual J# 2.0 Redistributable Package  
Microsoft Visual Studio 6.0 Enterprise Edition  
Microsoft Web Publishing Wizard 1.53  
Microsoft Windows Application Compatibility Toolkit 3.0 30.00.0001 
Microsoft Windows Journal Viewer 1.5.2316.3 
Microsoft XML Parser and SDK 4.10.9406.0 
Mozilla Firefox (1.0.3) 1.0.3 (en-US) 
MSN Messenger 7.0 7.0.0820 
Nero 6 Ultra Edition  
NetBeans IDE 3.6  
NetLimiter 2 Monitor (remove only)  
Nmap 5.21  
Nullsoft Install System 2.46 
NVIDIA Drivers  
NvMixer  
OpenSave Dialog Toolkit  
Oracle Data Provider for .NET Help 10.1.010 
Pidgin 2.4.0 
PowerDVD  
ProactiveWatch Explorer 3.0.1074 
ProactiveWatch Gateway 1.6.0026 
QuickTime  
RealPlayer  
Reflection X 6.20  
Remote Desktop Connection 5.1.2600.0 
smartmontools 5.39 2009-12-09 r2995 

(sf-win32-5.39-1) 
SonicWALL VPN Client  
Spybot - Search & Destroy 1.5.2 
Spybot - Search & Destroy 1.5.2.20  
StarTeam 4.0  
Support Tools Web Package : DCDIAG.EXE 1.0.0.1 
Symantec AntiVirus Client 8.1.0.825 
TeamViewer 5 5.0.8703 
Time Zone Data Update Tool for Microsoft Office Outlook 12.0.4518.1029 
UltraVNC 1.0.5.6 1.0.5.6 
Update Rollup 1 for Windows 2000 SP4 20050602.215753 
User Profile Manager 1.1 1.01.1005 
Van Dyke Technologies SecureCRT 3.3 3.3 
Viewpoint Manager (Remove Only)  
Viewpoint Media Player  
VMware Infrastructure Client 2.5 2.5.0.64217 
VMware Infrastructure Update 2.5.0.64207 
VMware Remote Console Plug-in 2.5.0.199067 
VMwareVIPerlToolkit .67153 
VNC Free Edition 4.1.2 4.1.2 
WebEx  
WebFldrs 9.00.3501 
Windows Application Verifier 2.50 20.50.0001 
Windows Management Instrumentation (WMI) SDK (3790.0) 5.2.3790.0 
Windows Media Player system update (9 Series)  
WinPcap 4.1.1 4.1.0.1753 



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 112 of 127 

APPLICATION NAME VERSION 
WinRAR archiver  
WinSCP  
WinZip 8.1  (4331) 
WinZip Self-Extractor  
Wireshark 1.0.2 1.0.2 

 

Common Listening Ports 

IP Address  Computer Name  FTP 
(21/TCP)  

SMTP 
(25/TCP)  

HTTP 
(80/TCP)  

HTTPS 
(443/TCP)  

RDP 
(3389/TCP)  

10.0.1.33 THRASH2      
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1.34 - CUSTDOM\UTIL01 

Microsoft Windows Server 2008 R2 Datacenter  
 

Computer Risk Score 

Overall 

 

38 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) util01.custdom,custdom 
IP Address(es) 10.0.1.5,10.0.1.154 
Last AD Checkin <never> 

 

System Profile 

OS Microsoft Windows Server 2008 R2 Datacenter  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU 5110 @ 1.60GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 126.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 126.9 GB 18.08 GB 14.25% 108.82GB 85.75% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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UTIL01 N/A   N/A      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\UTIL01\ADMIN$ C:\Windows 
\\UTIL01\C$ C:\ 
\\UTIL01\IPC$  
\\UTIL01\NETLOGON C:\Windows\SYSVOL_DFSR\sysvol\CUSTDOM\SCRIPTS 
\\UTIL01\SYSVOL C:\Windows\SYSVOL_DFSR\sysvol 

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 
ProactiveWatch Agent 2.1.1058 

 

Common Listening Ports 

IP Address  Computer Name  DNS 
(53/TCP)  

HTTP 
(80/TCP)  

HTTPS 
(443/TCP)  

RDP 
(3389/TCP)  

10.0.1.5 UTIL01     
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1.35 - CUSTDOM\VM-JDRESDEN-WIN7 

Microsoft Windows 7 Enterprise  
 

Computer Risk Score 

Overall 

 

15 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) vm-jdresden-win7.custdom 
IP Address(es) 10.0.1.102 
Last AD Checkin 7/12/2012 6:37:05 AM 

 

System Profile 

OS Microsoft Windows 7 Enterprise  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU Intel(R) Xeon(R) CPU E5320 @ 1.86GHz  
RAM 512 MB 
Memory Bank: Memory Bank0 (In Use) 512 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 126.9 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 126.9 GB 16.54 GB 13.03% 110.36GB 86.97% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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VM-JDresden-
WIN7 

N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\VM-JDresden-WIN7\ADMIN$ C:\Windows 
\\VM-JDresden-WIN7\C$ C:\ 
\\VM-JDresden-WIN7\IPC$  

 

Installed Applications 

APPLICATION NAME VERSION 
64 Bit HP CIO Components Installer 8.2.4 

 

Common Listening Ports 

None Detected 
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1.36 - CUSTDOM\VM-WIN2003 

Microsoft(R) Windows(R) Server 2003, Standard Edition 
 

Computer Risk Score 

Overall 

 

50 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) vm-win2003.custdom 
IP Address(es) 10.0.1.39 
Last AD Checkin 6/27/2012 7:45:31 AM 

 

System Profile 

OS Microsoft(R) Windows(R) Server 2003, Standard Edition 
Windows Key 12345-12345-12345-12345-12345 
Manufacturer Microsoft Corporation/Virtual Machine 
Service Tag 1234-1234-1234-1234-1234-1234-12 
CPU AMD Phenom(tm) 9150e Quad-Core Processor  
RAM 1024 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, unknown 
Memory Bank: Memory Bank1 (Available)  
Disk (C:) Size 49.98 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 49.98 GB 11.21 GB 22.43% 38.77GB 77.57% 

 

Security Center 

Computer 
Name 

Antivirus Antispyware Windows Firewall 

Name On Current Name On Current Domain Private Public 
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VM-WIN2003 N/A   N/A      

 

Patch Status 

ISSUE SCORE ASSESSMENT 
Developer Tools, Runtimes, and Redistributables Security 
Updates 

Check failed (critical) 1 security updates are 
missing. 1 service packs or 
update rollups are missing. 

Office Security Updates Check failed (non-critical) 1 service packs or update 
rollups are missing. 

SQL Server Security Updates Check failed (non-critical) 1 service packs or update 
rollups are missing. 

Windows Security Updates Check failed (critical) 120 security updates are 
missing. 5 service packs or 
update rollups are missing. 

 

Local Account Password Strength Assessment  

Assessment: Severe Risk 

 Guest - Weak, Disabled 

 SUPPORT_388945a0 - Disabled 

 

Connected Printers 

None Detected 

 

Shares 

UNC PATH 
\\VM-WIN2003\C$ C:\ 
\\VM-WIN2003\Nessus C:\Program Files\Tenable\Nessus 
\\VM-WIN2003\IPC$  
\\VM-WIN2003\ADMIN$ C:\WINDOWS 

 

Installed Applications 

APPLICATION NAME VERSION 
Adobe Flash Player 10 ActiveX 10.3.181.14 
Apache Tomcat 5.5 (remove only)  
DAEMON Tools Lite 4.40.2.0131 
DAEMON Tools Toolbar 1.1.4.0024 
FreeMyIT Agent 2.0.0023 
Hyper-V Integration Services (version 6.1.7601.17514) 2.7601.17514 
Java Auto Updater 2.0.3.1 
Java(TM) 6 Update 24 6.0.240 
Java(TM) SE Development Kit 6 Update 24 1.6.0.240 
Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 
Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729 
Microsoft Kernel-Mode Driver Framework Feature Pack 1.7  
Microsoft Office 2003 Web Components 11.0.6558.0 
Microsoft SQL Server 2005  
Microsoft SQL Server 2005 Backward compatibility 8.05.1054 
Microsoft SQL Server 2005 Books Online (English) 9.00.1399.06 
Microsoft SQL Server 2005 Tools 9.00.1399.06 
Microsoft SQL Server Native Client 9.00.1399.06 
Microsoft SQL Server Setup Support Files (English) 9.00.1399.06 
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APPLICATION NAME VERSION 
Microsoft SQL Server VSS Writer 9.00.1399.06 
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0.21022 
Microsoft Visual Studio 2005 Premier Partner Edition - ENU 8.0.50727.42 
Nessus 4.4.1.15078 
ProactiveWatchGateway 2.1.1048 
SQLXML4 9.00.1399.06 
Windows Imaging Component 3.0.0.0 
Windows Server 2003 Service Pack 2 20070217.021455 

 

Common Listening Ports 

IP Address  Computer Name  HTTPS 
(443/TCP)  

SQLServer  
(1433/TCP)  

RDP 
(3389/TCP)  

10.0.1.39 VM-WIN2003    
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1.37 - CUSTDOM\WINDESKTOP 

Microsoft? Windows Vista? Ultimate  
 

Computer Risk Score 

Overall 

 

18 

                                        
out of 100 

                                        
Higher score represents 

more risk. 

 

Network Information 

DNS Name(s) windesktop.custdom 
IP Address(es) 10.0.1.122 
Last AD Checkin 7/12/2012 8:28:36 AM 

 

System Profile 

OS Microsoft? Windows Vista? Ultimate  
Windows Key 12345-12345-12345-12345-12345 
Manufacturer HP-Pavilion/GN559AA-ABA a6220n 
Service Tag ABCD1234 
CPU Intel(R) Core(TM)2 Duo CPU E4500 @ 2.20GHz  
RAM 4096 MB 
Memory Bank: Memory Bank0 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank1 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank2 (In Use) 1024 Mb, 667 
Memory Bank: Memory Bank3 (In Use) 1024 Mb, 667 
Disk (C:) Size 372.61 GB 

 

Disk Space Utilization 

 
 
Drive Capacity Used % Used Available % Available 
C: 372.61 GB 198.75 GB 53.34% 173.86GB 46.66% 

 

Security Center 

Computer Antivirus Antispyware Windows Firewall 
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Name Name On Current Name On Current Domain Private Public 

WINDESKTOP N/A   Windows Defender      

 

Patch Status 

None Detected 

 

Local Account Password Strength Assessment  

None Detected 

 

Connected Printers 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION COMMENT 

 Zan Image Printer (Color) WINDESKTOP   

 Zan Image Printer (BW) WINDESKTOP   

 Microsoft Office Live 
Meeting 2007 Document 
Writer 

WINDESKTOP   

 

Shares 

UNC PATH 
\\WINDESKTOP\ADMIN$ C:\Windows 
\\WINDESKTOP\C$ C:\ 
\\WINDESKTOP\IPC$  
\\WINDESKTOP\share C:\Users\NPhan\Desktop\share 
\\WINDESKTOP\Users C:\Users 

 

Installed Applications 

APPLICATION NAME VERSION 
7-Zip 9.20  
Adobe Flash Player 10 ActiveX 10.0.32.18 
Adobe Reader 7.0.9 7.0.9 
AIM 7  
AIM Pro 1.5.0.291 
Apache Tomcat 4.1 (remove only)  
Application Verifier 3.4.158 
BlackBerry Device Simulators 4.2.2.161 (8320-T-MobileUS) 4.2.2.161 
BlackBerry Email and MDS Services Simulators 4.1.4 4.1.4 
Bomgar Representative Client [nsremote.Northstar.com]  
Carbonite 4.0.4 build 806 (Mar-03-

2011) 
Compatibility Pack for the 2007 Office system 12.0.6425.1000 
Crystal Reports Basic for Visual Studio 2008 10.5.0.0 
Download Updater (AOL LLC)  
DVD Decrypter (Remove Only)  
DVD Shrink 3.2  
FileZilla (remove only)  
FileZilla Client 3.4.0 3.4.0 
FreeMyIT Agent 2.0.0023 
GIMP 2.6.8  
GTK+ Runtime 2.12.8 rev a (remove only)  
InReView eDiscovery  
Intel(R) Graphics Media Accelerator Driver  
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APPLICATION NAME VERSION 
Intel(R) Network Connections Drivers  
IrfanView (remove only) 4.30 
J2SE Development Kit 5.0 Update 15 1.5.0.150 
J2SE Runtime Environment 5.0 Update 15 1.5.0.150 
Java 2 SDK, SE v1.4.2_04 1.4.2_04 
Java(TM) 6 Update 3 1.6.0.30 
Java(TM) SE Runtime Environment 6 1.6.0.0 
LogMeIn 4.1.1586 
Microsoft .NET Compact Framework 1.0 SP3 Developer 1.0.4292 
Microsoft .NET Compact Framework 2.0 SP2 2.0.7045 
Microsoft .NET Compact Framework 3.5 3.5.7283 
Microsoft .NET Framework 1.1  
Microsoft .NET Framework 3.5 SP1  
Microsoft Application Compatibility Toolkit 5.0 5.0.5428.1056 
Microsoft Application Error Reporting 12.0.6012.5000 
Microsoft Baseline Security Analyzer 2.1 2.1.0000 
Microsoft Choice Guard 2.0.48.0 
Microsoft Device Emulator version 3.0 - ENU 9.0.21022 
Microsoft Document Explorer 2005  
Microsoft Document Explorer 2008  
Microsoft Office 2007 Service Pack 2 (SP2)  
Microsoft Office Access MUI (English) 2010 14.0.4763.1000 
Microsoft Office Access Setup Metadata MUI (English) 2010 14.0.4763.1000 
Microsoft Office Communicator 2007 R2 3.5.6907.225 
Microsoft Office Excel MUI (English) 2010 14.0.4763.1000 
Microsoft Office Groove MUI (English) 2010 14.0.4763.1000 
Microsoft Office InfoPath MUI (English) 2010 14.0.4763.1000 
Microsoft Office Live Meeting 2007 8.0.6362.202 
Microsoft Office OneNote MUI (English) 2010 14.0.4763.1000 
Microsoft Office Outlook MUI (English) 2010 14.0.4763.1000 
Microsoft Office PowerPoint MUI (English) 2010 14.0.4763.1000 
Microsoft Office Professional Plus 2010 14.0.4763.1000 
Microsoft Office Project 2007 Service Pack 2 (SP2)  
Microsoft Office Project MUI (English) 2007 12.0.6425.1000 
Microsoft Office Project Professional 2007 12.0.6425.1000 
Microsoft Office Proof (English) 2007 12.0.6425.1000 
Microsoft Office Proof (English) 2010 14.0.4763.1000 
Microsoft Office Proof (French) 2007 12.0.6425.1000 
Microsoft Office Proof (French) 2010 14.0.4763.1000 
Microsoft Office Proof (Spanish) 2007 12.0.6425.1000 
Microsoft Office Proof (Spanish) 2010 14.0.4763.1000 
Microsoft Office Proofing (English) 2007 12.0.4518.1014 
Microsoft Office Proofing (English) 2010 14.0.4763.1000 
Microsoft Office Proofing Tools 2007 Service Pack 2 (SP2)  
Microsoft Office Publisher MUI (English) 2010 14.0.4763.1000 
Microsoft Office Shared MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared MUI (English) 2010 14.0.4763.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2007 12.0.6425.1000 
Microsoft Office Shared Setup Metadata MUI (English) 2010 14.0.4763.1000 
Microsoft Office SharePoint Designer 2007 Service Pack 2 (SP2)  
Microsoft Office Visio Professional 2003 11.0.8173.0 
Microsoft Office Visual Web Developer 2007 12.0.4518.1066 
Microsoft Office Visual Web Developer MUI (English) 2007 12.0.6425.1000 
Microsoft Office Word MUI (English) 2010 14.0.4763.1000 
Microsoft Office Word Viewer 2003 11.0.8173.0 
Microsoft Online Services Sign In 1.0.1423.65 



                                                                                  NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 123 of 127 

APPLICATION NAME VERSION 
Microsoft PVK Import (Remove only)  
Microsoft Report Viewer Redistributable 2005  
Microsoft Silverlight 4.0.60531.0 
Microsoft SQL Server 2005 Mobile [ENU] Developer Tools 3.0.0.0 
Microsoft SQL Server Compact 3.5 Design Tools ENU 3.5.5386.0 
Microsoft SQL Server Compact 3.5 ENU 3.5.5386.0 
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0 
Microsoft SQL Server Database Publishing Wizard 1.2 1.2.0.0 
Microsoft SQL Server Management Studio Express 9.00.2047.00 
Microsoft VC9 runtime libraries 1.0.0 
Microsoft Visual C++ 2005 ATL Update kb973923 - x86 8.0.50727.4053 8.0.50727.4053 
Microsoft Visual C++ 2005 Redistributable 8.0.61001 
Microsoft Visual J# 2.0 Redistributable Package  
Microsoft Visual SourceSafe 2005 - ENU  
Microsoft Visual Studio 2005 Professional Edition - ENU  
Microsoft Visual Studio 2005 Tools for Office Runtime 8.0.60940.0 
Microsoft Visual Studio 2008 Professional Edition - ENU  
Microsoft Visual Studio Web Authoring Component 12.0.4518.1066 
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools 3.5.21022 
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 Tools 6.1.5288.17011 
Microsoft Windows SDK for Visual Studio 2008 Win32 Tools 6.1.5288.17011 
Mozilla Firefox (2.0.0.20) 2.0.0.20 (en-US) 
MSVCRT 14.0.1468.721 
NetBeans IDE 3.6  
Network Console 9.00.175 
Open XML SDK 2.0 for Microsoft Office 2.0.5022 
OpenOffice.org 2.2 2.2.9161 
Pidgin 2.4.1 
Pidgin-Encryption Plugin (remove only)  
ProactiveWatch Explorer 2.1.1054 
ProactiveWatchGateway 2.1.1054 
Quest PowerGUI 1.9.5 1.9.5.966 
RapidSpell Desktop .NET 4.7 
Realtek High Definition Audio Driver 6.0.1.5789 
Security Update for Microsoft Office system 2007 (972581)  
SnagIt 8 8.0.0 
StarTeam Cross-Platform Client 5.3.0.0 
StarTeam SDK Runtime 5.4  
Support Agent 1.0.0000 
VC Runtimes MSI 9.0.21022 
Viewpoint Media Player  
ViewSonic Monitor Drivers  
VirtualCloneDrive  
Visual Studio 2005 Tools for Office Second Edition Runtime  
Visual Studio Tools for the Office system 3.0 Runtime  
VMware Infrastructure Client 2.5 2.5.0.64217 
VMware Infrastructure Update 2.5.0.64207 
VMware VI Toolkit (for Windows) 1.5.0.1299 
VMware VIX 1.00.0000 
VMware vSphere Client 4.0 4.0.0.10021 
WebEx  
Windows Live Call 14.0.8117.0416 
Windows Live Communications Platform 14.0.8117.416 
Windows Live Essentials 14.0.8117.0416 
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APPLICATION NAME VERSION 
Windows Live Messenger 14.0.8117.0416 
Windows Live Sign-in Assistant 5.000.818.5 
Windows Live Upload Tool 14.0.8014.1029 
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00.1700.5.14343.06 
Windows Mobile 5.0 SDK R2 for Smartphone 5.00.1700.5.14343.06 
Xceed Components 2.2.6475.0 
Zan Image Printer  

 

Common Listening Ports 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.1.122 WINDESKTOP  
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2 - Printers 

IP ADDRESS NAME HOSTNAME DESCRIPTION ALERTS 
10.0.1.25 HP LaserJet 2100 

Series 
debiani386.CUSTDOM HP ETHERNET MULTI-

ENVIRONMENT,ROM 
G.07.02,JETDIRECT,JD30,EEPROM 
G.08.49 

 

10.0.1.245   Brother NC-6700h, Firmware 
Ver.0.30  (09.06.25),MID 8CE-
217,FID 2 

Sleep; 
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3 - Network Devices 

IP ADDRESS NAME LISTENING PORT(S) TYPE 
10.0.1.2 10.0.1.2 SSH (22/TCP), Telnet 

(23/TCP), HTTP (80/TCP) 
Enterasys Networks, Inc. C3G124-
48 Rev 06.42.10.0016 

10.0.1.1 10.0.1.1 SSH (22/TCP), Telnet 
(23/TCP) 

Cisco IOS Software, 1841 Software 
(C1841-ADVIPSERVICESK9-M), 
Version 12.4(24)T4, RELEASE 
SOFTWARE (fc2) Technical Support: 
http://www.cisco.com/techsupport 
Copyright (c) 1986-2010 by Cisco 
Systems, Inc. Compiled Fri 03-Sep-
10 04:00 by prod_rel_team 

10.0.1.25 debiani386.CUSTDOM FTP (21/TCP), Telnet 
(23/TCP) 

HP ETHERNET MULTI-
ENVIRONMENT,ROM 
G.07.02,JETDIRECT,JD30,EEPROM 
G.08.49 

10.0.1.27 redhat72.CUSTDOM SSH (22/TCP), SMTP 
(25/TCP), HTTP (80/TCP), 
HTTPS (443/TCP) 

Linux redhat72 2.4.7-10 #1 Thu Sep 
6 17:27:27 EDT 2001 i686 

10.0.1.24 sol7i386.CUSTDOM FTP (21/TCP), SSH (22/TCP), 
Telnet (23/TCP), SMTP 
(25/TCP) 

 

10.0.1.22 redhat4es.CUSTDOM SSH (22/TCP) Linux redhat4es 2.6.9-5.EL #1 Wed 
Jan 5 19:22:18 EST 2005 i686 

10.0.1.23 suse80prof.CUSTDOM SSH (22/TCP)  
10.0.1.32 10.0.1.32 Telnet (23/TCP), HTTP 

(80/TCP) 
Cisco Internetwork Operating 
System Software  IOS (tm) C3500XL 
Software (C3500XL-C3H2S-M), 
Version 12.0(5.2)XU, 
MAINTENANCE INTERIM 
SOFTWARE Copyright (c) 1986-
2000 by cisco Systems, Inc. 
Compiled Mon 17-Jul-00 18:29 by 
ayounes 

10.0.1.29 CUSTMACMINI FTP (21/TCP), SSH (22/TCP), 
VNC (5900/TCP) 

 

10.0.1.30 10.0.1.30 Telnet (23/TCP), HTTP 
(80/TCP) 

 

10.0.1.31 10.0.1.31 Telnet (23/TCP), HTTP 
(80/TCP) 

 

10.0.1.36 10.0.1.36 SSH (22/TCP), DNS (53/TCP), 
HTTP (80/TCP) 

 

10.0.1.68 esx3i.CUSTDOM FTP (21/TCP), SSH (22/TCP), 
HTTP (80/TCP), HTTPS 
(443/TCP) 

 

10.0.1.71 PerfITCert1 HTTP (80/TCP), RDP 
(3389/TCP) 

 

10.0.1.86 10.0.1.86   
10.0.1.100 10.0.1.100 HTTP (80/TCP)  
10.0.1.101  RDP (3389/TCP)  
10.0.1.105 10.0.1.105 HTTP (80/TCP)  
10.0.1.115 10.0.1.115 HTTP (80/TCP)  
10.0.1.104  HTTP (80/TCP), HTTPS 

(443/TCP) 
 

10.0.1.117 10.0.1.117 HTTP (80/TCP)  
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10.0.1.162  FTP (21/TCP), HTTP (80/TCP) D-Link DP-301P+ Print Server 

10.0.1.143  HTTP (80/TCP)  
10.0.1.146  HTTP (80/TCP)  
10.0.1.142 10.0.1.142 HTTP (80/TCP)  
10.0.1.161    
10.0.1.206 10.0.1.206 HTTP (80/TCP)  
10.0.1.224 10.0.1.224 HTTP (80/TCP)  
10.0.1.245  FTP (21/TCP), Telnet 

(23/TCP), SMTP (25/TCP), 
HTTP (80/TCP) 

Brother NC-6700h, Firmware 
Ver.0.30  (09.06.25),MID 8CE-
217,FID 2 

10.0.1.253 10.0.1.253 SSH (22/TCP), Telnet 
(23/TCP) 

Cisco IOS Software, 1841 Software 
(C1841-ADVIPSERVICESK9-M), 
Version 12.4(24)T4, RELEASE 
SOFTWARE (fc2) Technical Support: 
http://www.cisco.com/techsupport 
Copyright (c) 1986-2010 by Cisco 
Systems, Inc. Compiled Fri 03-Sep-
10 04:00 by prod_rel_team 

10.0.1.242 honker.CUSTDOM FTP (21/TCP), SSH (22/TCP), 
Telnet (23/TCP), MySQL 
(3306/TCP) 

 

10.0.1.254 10.0.1.254 HTTP (80/TCP), HTTPS 
(443/TCP) 

 

10.0.1.240 redhat80dev.CUSTDOM SSH (22/TCP)  
10.0.1.250 LyricalDC DNS (53/TCP), , RDP 

(3389/TCP) 
 

 


